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Abstract* 
  
Organizations in ASEAN now rely on data to be transferred freely to provide 
digital products and services across borders. Nevertheless, free flow of cross-
border data increases risks of privacy infringement. There are existing ASEAN 
frameworks that touch upon cross-border data transfers, but most of them are 
non-binding instruments and their approaches are fragmented. The study 
conducts a comparison between ASEAN frameworks and other international and 
regional frameworks to recommend areas for improvement. The study 
recommends that ASEAN frameworks can be improved in key areas. The 
institutional oversight can be improved for better implementation of the 
frameworks. The existing cross-border data transfer provisions should be 
revamped to streamline with other global framework for interoperability. For 
countries that are ready, bilateral agreements are encouraged and should include 
cross-border enforcement assistance to resolve jurisdictional challenges. 
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Chapter 1 Introduction and Rationale for the Study 

 

1.1 Introduction 
The rise of cross-border data flows 
Global connectivity is increasing at an unprecedented level and cross-

border data flows become a key that accelerates international trade.1  Global 
community now relies on freely transferred data to provide products and services 
across borders. In the data-driven economy, almost every part of the world is now 
online with internet traffic forecast to increase 127-fold between 2005 and 2021.2 
As data flows are centered to development in the data-driven economy, the global 
data traffic continues to rise drastically every year from 100 GB/second in 2002 
to an estimated 150,700 GB/second in 2022 creating new services and new 
values.3 

Figure 1: Evolution of global Internet Protocol traffic from 2002-2022 

 
Source: UNCTAD Digital Economy Report, 2019. 

One of the key technologies in the digital economy is data analytics which 
is sometimes referred to as big data. It is a process that has capacity to analyze a 
massive amount of data contributing to one of the core elements of value creation 
in the digital economy.4 The big data is crucial to the development of Artificial 
Intelligence (AI) as well as machine learning which use a large amount of data to 
generate insights and predict behaviors using algorithms and advanced computer 

 
1 James Manyika et al., How Digital Finance Could Boost Growth in Emerging Economies, McKinsey Global 
Institute (2016), https://www.mckinsey.com/global-themes/employment-and-growth/how-digital-finance-
couldboost-growth-in-emerging-economies. 
2 Joshua Meltzer and Peter Lovelock, Regulating for a Digital Economy: Understanding the Importance of 
Cross-Border Data Flows in Asia (2018). 
3 UNCTAD, Digital Economy Report 2019: Value Creation and Capture: Implication for Developing 
Countries, UNCTAD/DER/2019 (2019). 
4 Ibid., 9. 
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processing power.5 It is estimated that AI technology will create an additional 
global economic output of about $13 trillion by 2030, contributing to a 1.2 per 
cent to annual GDP growth.6 However, it may widen the gap of technology 
between countries that have technological capacity and those who do not process 
such capacity. At the moment, China and the United States are two of the largest 
economies that can reap benefits from AI. China, the United States and Japan 
together have gained 78 per cent of all the AI patent filings in the world.7  

The could traffic is highly concentrated in North America, followed by 
Asia Pacific and Western Europe, which together account for about 90 per cent 
of all cloud traffic.8 From 2016-2021, the fastest annual growth rate in cloud 
traffic is expected to take place in the Middle East and Africa, at 35 per cent, 
followed by Central and Eastern Europe and Asia Pacific, each with a growth rate 
of 29 per cent.9  The cloud market is also highly concentrated. According to 
Synergy Research Group (2019), the share of the top five providers − Amazon 
Web Services (AWS), Microsoft, Google, IBM and Alibaba − in the global cloud 
infrastructure services market exceeds 75 per cent, with AWS alone accounting 
for over a third of that market.10 

Figure 2: Cloud traffic by region (2016-2021) 

 
Source: CISCO, 2018. 

 
5 Ibid.,8. 
6 ITU, Assessing the economic impact of artificial intelligence, Issue Paper No. 1 (2018), https:// 
www.itu.int/dms_pub/itu-s/opb/gen/S-GEN-ISSUEPAPER-2018-1-PDF-E.pdf., 8. 
7 WIPO, WIPO Technology Trends 2019: Artificial Intelligence, World Intellectual Property Organization 
(Geneva, 2019)., 9. 
8 UNCTAD, Digital Economy Report 2019: Value Creation and Capture: Implication for Developing 
Countries., 8. 
9 Ibid. 
10 Ibid. 
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Regarding cross-border data flows, it is estimated that cross-border 
bandwidth between 2005 and 2017 rose from 5 terabits per second to 704, and it 
is expected to reach 2,000 by 2021.11 The increasing importance of data is leading 
to changes in the infrastructure for data transmission, notably a significant 
increase in fiber optic submarine cables. Big technology companies are investing 
and expanding their cables. Major content providers (such as Microsoft, Google, 
Facebook and Amazon) now own or lease more than half of all submarine 
bandwidth.12  
Figure 3: Global cross-border bandwidth, terabits per second (2005-2017) 

 
Source: McKinsey, 2019. 

Businesses now move into the digital economy using online activities and 
skills to upgrade their value positions from lower ones to higher ones. Modern 
transactions in the digital economy that employ a digital process can help 
corporations to scale rapidly and gain upper shift in value creation. This nature 
of transactions in the digital economy relies on a data-driven process to deliver 
products and services to consumers from the stage of data collection, data 
processing, and data analysis.13 

 
 

 
11 Telegeography and McKinsey Global Institute. Global cross-border bandwidth use. (2019). 
https://www.theatlas.com/charts/rJvTuVL0e. 
12 New York Times, 10 March 2019, How the Internet travels across oceans. 
https://www.nytimes.com/interactive/2019/03/10/technology/internet-cables-oceans.html. 
13 UNCTAD, Digital Economy Report 2019: Value Creation and Capture: Implication for Developing 
Countries., 38. 
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Figure 4: The data-driven process in the digital economy 
 

 
Source: UNCTAD Digital Economy Report, 2019. 

The disruptive effect of digitalization becomes most obvious when looking 
at the growing importance of large technology companies and digital platforms 
over the past decade. Digitalization of businesses are concentrated in dominant 
players, especially from North America where most of the technology companies 
are located followed by China. The North America and China together take up 
60 per cent of the world’s highest valued digital platforms.14 Latin American and 
African digital platforms are only marginal. In terms of market capitalization 
value, the market share of global technology companies from the United States 
rose from 65 per cent to 70 per cent.15 
  

 
14 Ibid. 
15 Ibid., 18. 
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Figure 5: Geographical distribution of the main global digital platforms in 

the world, by market capitalization in billions of dollars (2018) 

 
 
Source: UNCTAD Digital Economy Report, 2019. 
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ASEAN data economy is gaining a momentum 
ASEAN is one of the fastest technology-adopting regions worldwide. The 

region’s internet use base has grown from 260 million people in 2015 to 350 
million people in 2018 and is forecasted to reach 480 million people by 2020.16 
Today, ASEAN's digital economy represents just seven per cent of the region's 
total GDP.17 ASEAN is home to a growing number of upcoming technology 
companies in a wide variety of industries, including Grab, GoJek, Tokopedia, 
Lazada, SEA and Bukalapak, many of which were part of ASEAN’s large number 
of small firms not too long ago. Research has found that, while 75 per cent of 
ASEAN small and medium enterprises (SMEs) see digital integration as an 
opportunity, only 16 percent of them use digital tools to their full potential.18 Data 
is extremely important to unleash productivity for SMEs. Unnecessarily complex 
rules governing the transfers of data will hamper the ability of SMEs to grow or 
even become the next global unicorns.19 Research shows that removing barriers 
to digital integration could drive an additional US $1 trillion in GDP growth 
across ASEAN by 2025. 20  In Indonesia and Vietnam, for example, GDP is 
estimated to increase by US$29 billion and US$3.5 billion respectively via 
liberalization of cross border data transfers.21  

 
The arguments for upholding data privacy in cross-border data transfer: 

what is the balance? 
Cross-border data transfers are often restricted to achieve desired 

objectives such as upholding personal data protection, cybersecurity, and law 
enforcement. While upholding personal data protection is essential to build 
confidence in a society, it does not provide a legitimate ground to restrict cross-
border data flows entirely. Allowing data to be shared across borders enable new 
breeds of businesses and innovation such as data analytics, could computing, and 
AI. Also, it can reduce costs of operation and investments in digital infrastructure 
with freely shared data.22  

 
16 Michael Michalak, How ASEAN Can Effectively Address the Data Privacy Conundrum (2019), 
https://www.businesstimes.com.sg/asean-business/how-asean-can-effectively-address-the-data-privacy-
conundrum. 
17Florian Hoppe, Tony May, and Jessie Lin, Advancing towards ASEAN digital integration: Empowering SMEs 
to Build ASEAN’s Digital Future, Bain & Company (2018). 
18  AMTC, Micro-Revolution: the New Stakeholders of Trade in APAC, Asia Pacific MSME Trade Coalition 
(2018), https://tradecoalition.org/resource/micro-revolution-the-new-stakeholders-of-trade-in-apac/. 
19 ASEAN, The Proposed Paper on ASEAN Cross-Border Data Flows Mechanism. Proposed at the 1st ASEAN 
Data Protection and Privacy Forum meeting on 19 August 2019 in Bangkok., 2019., 2. 
20 Hoppe, May, and Lin, Advancing towards ASEAN digital integration: Empowering SMEs to Build ASEAN’s 
Digital Future. See note 17 above. 
21 GSMA, Regional Privacy Frameworks and Cross-Border Data Flows: How ASEAN and APEC can Protect 
Data and Drive Innovation (2018), https://www.gsma.com/publicpolicy/wp-content/uploads/2018/09/GSMA-
Regional-Privacy-Frameworks-and-Cross-Border-Data-Flows_Full-Report_Sept-2018.pdf. 
22 Francesca Casalini and Javier López González, Trade and Cross-Border Data Flows, OECD Trade Policy 
Papers (Paris, 2019), http://dx.doi.org/10.1787/b2023a47-en., 14. 
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The need to balance cross-border data transfers with personal data 
protection has been widely discussed following the decision by the European 
Court of Justice in Maximillian Schrems vs. Data Protection Commissioner 
(2015) which declared that the US measures failed to provide adequate privacy 
protection of EU citizen’s data being processed in the US under the “Safe Harbor” 
agreement. This decision pointed to the privacy risks it posed to EU citizen’s data 
such as, inter alias, government surveillance. The decision led to a renewed data 
privacy agreement between the EU and the US called the EU-US Privacy Shield, 
which strengthened levels of cross-border data privacy protection between the 
two parties.23 

Realizing that cross-border data transfers have greatly increased in recent 
years and the trends will continue with the widespread introduction of new 
computer and communications technology, restricting data transfers could cause 
serious disruption in important sectors of the economy, such as banking and 
insurance.24 Privacy protection laws have been introduced in many countries, or 
will be introduced shortly, to prevent what are considered to be violations of 
fundamental human rights, such as the unlawful storage of personal data, the 
storage of inaccurate personal data, or the abuse or unauthorized disclosure of 
such data.25 On the other hand, there is a danger that heavy-handed legislations 
could hamper the free transfer of personal data across frontiers. Therefore, the 
data privacy laws should not neglect the importance of the ability to transfer data 
cross countries, and should provide a balance between free transfers of data and 
adequate safeguards to personal data protection. 

A number of countries such as China, Russia, and Vietnam use national 
security as a ground to restrict cross-border data transfers.26 One of the national 
security measures is referred to as “data localization”, which is a requirement to 
store the data locally for the sake of security enforcement, foreign surveillance 
and law enforcement.27 Chinese laws have created a strong impediment to cross-
border data flows in order to ensure that all online content that is circulated within 
China is in line with important public values, particularly pertaining to 
maintaining public order and protecting the nation’s public morals.28 These data 
localization measures create an outcry for businesses as they incur costs of storing 
data in a country where they intend to do business. Moreover, restricting data to 
be stored locally obstructs business innovation and development since data is 
prohibited to be shared and used freely across business affiliates. For this reason, 

 
23 Maximillian Schrems v Data Protection Commissioner, No. Case C-362/14 (ECLI 2015). 
24 Ibid. 
25 OECD, "Guidelines on the Protection of Privacy and Transborder Flows of Personal Data," (1980). 
https://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonal
data.htm#guidelines. 
26 Andrew D Mitchell and Jarrod Hepburn, "Don't Fence Me In: Reforming Trade and Investment Law to Better 
Facilitate Cross-Border Data Transfer," Yale Journal of Law and Technology 19 (2017)., 189. 
27 Ibid. 
28 Ibid. 
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there have been a global demand for a regulation that would allow free flow of 
data across the board with an adequate protection of personal data. 

 
The lack of harmonization in ASEAN on cross-border data privacy  
The complete lack of privacy regulation in many countries around the 

world makes it difficult to transfer data across countries due to lack of 
confidentiality in the recipient country’s personal data protection. Where personal 
information about a person in one country is transferred outside that country, the 
person in question often loses any realistic opportunity to control how that 
information is used. In addition, there are pragmatic difficulties in enforcing data 
protection regulations in another country despite many countries have prescribed 
their regulations with extra-territorial scope of application. 

While cross-border data privacy is a global subject, only a few countries in 
ASEAN have implemented data privacy laws29, with the rest either having no 
regulation or in the process of developing one. Only the Philippines30, Malaysia31, 
Singapore32, and Thailand33 have comprehensive data privacy laws. Thailand’s 
Personal Data Protection Act of 2019 adopts the principles of the EU’s General 
Data Protection Regulation (GDPR)34 that ensures transparency, accessibility of 
data owners, and data portability. In terms of cross-border data flows, Malaysia, 
Thailand, and Singapore may allow transfer of data to an organization outside 
their jurisdictions only when the destination countries have adequate personal 
data protection comparable to those granted under their own jurisdictions, 
normally referred as “adequacy rules”, similar to the GDPR approach.35 There 
are certain exemptions to the adequacy rules that these countries allow personal 
data to be transferred overseas in special circumstances (the paper will explore 
these special circumstances in relevant chapters).  

While the GDPR provides a harmonized framework for the EU on cross-
border data flows, there is no harmonized framework at the ASEAN level. At 
present, ASEAN countries use different approaches in cross-border data transfer 
since the existing ASEAN frameworks offer fragmented approaches to cross-
border data transfers. In addition, most of the ASEAN frameworks are non-
binding (e.g.) the ASEAN Framework on Personal Data Protection (PDP), and 

 
29 Only Singapore, Malaysia, and the Philippines have comprehensive data privacy laws (as of 31 October 
2018). 
30 The Republic of the Philippines, "Data Privacy Act," (2012). 
31 Government of Malaysia, "Personal Data Protection Act," (2010). 
32 The Republic of Singapore, "Personal Data Protection Act," (2012). 
33 The Kingdom of Thailand, "Personal Data Protection Act "  (2019). 
34 European Union, "Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, and repealing Directive 95/46/EC (General Data Protection Regulation: GDPR)," in OJ 2016 L 119/1 
(2016). 
35 Section 129 (1) and (2) of Malaysia’s Personal Data Protection Act 2010; Section 26 (1) and (2) of 
Singapore’s Personal Data Protection Act 2012; Section 28 of Thailand’s Personal Data Protection Act 2019. 



 9 

the ASEAN Framework on Digital Data Governance (DDG). The ASEAN PDP 
Framework was adopted in 2016 with an aim to strengthen the protection of 
personal data and to facilitate cooperation among ASEAN member countries, 
with a view to contribute to the promotion and growth of regional and global trade 
and the flow of data. The Framework only provides guidelines on the principles 
of personal data protection for ASEAN member countries to adopt. It is not a 
legally binding instrument and does not create legal obligations. 

Another ASEAN instrument is the ASEAN Agreement on Electronic 
Commerce, which was promulgated in 2019 to facilitate cross-border e-
commerce transactions in ASEAN.36 It aims to streamline regional trade rules 
governing e-commerce to promote greater digital connectivity and lower 
operating barriers to entry for businesses. In principle, it allows cross-border 
transfer of data within the ASEAN region but the criteria on transfers is rather 
vague compared with other frameworks such as the GDPR, the OECD guidelines, 
and the Ibero-American Standards. At the moment, only few ASEAN member 
countries have ratified the Agreement making it still not an effective tool for the 
data transfers within the region.  

 ASEAN member countries now face difficulties in data transfers since 
there is no harmonized rule. However, there is a proposal to establish the ASEAN 
Cross-Border Data Flows Mechanism, expected to become a harmonized rule for 
ASEAN cross-border data transfers. This Mechanism stems from one of the 
strategies in the ASEAN Framework on Digital Data Governance adopted in 
2018 (the paper will explore in detail in Chapter 4).  

 
Overlapping provisions in global and regional frameworks  
There are existing frameworks that have certain scope on cross-border data 

privacy regulation. The first framework is the guideline of the Organization for 
Economic Cooperation and Development (OECD), which has been an important 
organization that create guidelines on personal data protection for more than 30 
years. The first OECD guideline which touched upon cross-border data transfer 
is the OECD Guidelines on the Protection of Privacy and Transborder Flows of 
Personal Data (1980), which has subsequently been updated to the OECD Privacy 
Guidelines (2013) providing modernizing principles on cross-border data transfer 
and legitimate restrictions.  

Another important framework is the Asia-Pacific Economic Cooperation 
(APEC), which launched the specific instrument on cross-border privacy 
regulation called the Cross-Border Privacy Rules (CBPR) that allows transfer of 
personal data between APEC members. Currently, the APEC CBPR has eight 

 
36 UNCTAD, Towards an ASEAN Agreement on E-commerce (Geneva, Switzerland, 2018), 
http://unctad.org/en/pages/MeetingDetails.aspx?meetingid=1730. 
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participating members – the US, Mexico, Japan, Canada, Singapore, the Republic 
of Korea, Australia, and Chinese Taipei. However, this framework is entirely 
voluntary.37 Only organizations that are willing to take part in the APEC CBPR 
scheme can enjoy the benefits. As Singapore is the only ASEAN members that 
join the APEC CBPR, it may not be an effective tool for a harmonization in 
ASEAN. 

Besides the OECD guidelines and the APEC CBPR, there are existing 
international trade agreements with provisions on cross-border data privacy. The 
first one is the Comprehensive and Progressive Trans-Pacific Partnership 
(CPTPP), which is based on the Trans-Pacific Partnership (TPP). The CPTPP 
contains provisions in commerce chapter (Chapter 14) that would allow cross-
border transfer of data related to conduct of business by members with restrictions 
on legitimate public policy grounds which must not be used arbitrarily, or by 
means that create unjustifiable discrimination or a disguised restriction on trade.38 
Currently, two of the ASEAN countries are parties to the CPTPP, namely 
Singapore and Vietnam. ASEAN countries that are CPTPP signatories include 
Brunei and Malaysia.  

Simultaneously, the ASEAN members are also negotiating the Regional 
Comprehensive Economic Partnership (RCEP). The RCEP is a pan-regional trade 
agreement consisting of 16 members39  and the texts would cover issues that are 
critical to the digital economy such as custom duties on electronic products, 
supply of cross-border services, paperless trading, telecommunications, 
intellectual property, source code disclosure, privacy and cross-border data 
flows.40 As the text of the agreement is secretive, there is a proposal by the Asian 
Trade Center in June 2016 calling for a free movement of data, including the free 
transfer and access to electronic information. 

ASEAN countries that join different international or regional frameworks 
will have different approaches in regulating cross-border data privacy. This create 
obstacles for cross-border data transfers within the region. For example, certain 
ASEAN countries with high level of data protection standards could restrict 
transfers of data from an ASEAN county that does not have equivalent data 
protection standards. As a result, there are lock-in benefits for certain ASEAN 
countries that accede to the same trade agreements or frameworks. Other ASEAN 
countries that do not yet have capabilities to join high-standard frameworks will 
be left out.  

 
37 TRPC, Privacy Rules Beyond Borders: The Role of GDPR, CBPR, and Other International Frameworks in 
Aligning Privacy Rules Across Borders (2018). 
38 Art. 14.11 (1) and (2) of the CPTPP. 
39 ASEAN members (10) - Indonesia, Thailand, Singapore, Malaysia, Vietnam, Philippines, Brunei, Cambodia, 
Myanmar (Burma), Laos; and 6 more partners, China, Japan, Korea, Australia, New Zealand and India 
(although India announced pulling out of RCEP in ASEAN meeting in Bangkok in November 2019). 
40 Jyoti Panday, The Post-TPP Future of Digital Trade in Asia, Electronic Frontier Foundation (2 March 2018), 
https://www.eff.org/deeplinks/2018/02/rcep-negotiations-face-obstacles-member-nations-unwilling-commit. 
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1.2 Model of study 
 

 
 
The study will compare institutional structure and cross-border data 

transfer provisions of four international frameworks to find areas for 
improvements of ASEAN frameworks on the following topics: 

(1) Institutional oversight: this is to explore powers of oversight body in 
each framework to determine an effect on cross-border data transfers. 

(2) Cross-border data transfer provisions of each framework: this is to 
compare different approaches in data transfers such as criteria in allowing the 
transfer, restrictions on transfer, and scope of data to be transferred. 

(3) Interoperability and cross-border enforcement: since the cross-border 
transfer of personal data is pervasive in nature in which jurisdictional challenges 
will arise from adopting different frameworks. 

The following four frameworks are the scope that this study will explore, 
and most of the research will be primarily on legal texts and supplement 
regulations of such frameworks as well as relevant articles and academic papers: 

(1) International frameworks - the WTO (GATS), the OECD Guidelines, 
the APEC CBPR. 

(2) Regional frameworks - the GDPR, the 1981 Convention for the 
Protection of Individuals with regard to Automatic Processing of Personal Data 
(Convention 108), the Ibero-American Standards. 

(3) International trade agreements – the CPTPP and the RCEP 
(4) ASEAN frameworks - the ASEAN Framework on Personal Data 

Protection (PDP), the ASEAN Framework on Digital Data Governance (DDG), 
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the ASEAN Agreement on Electronic Commerce, and the proposed ASEAN 
Cross-Border Data Transfer Mechanism (CBDM). 

 
1.3 Scope of Study 

1.3.1 The research will analyze and compare existing regulatory 
frameworks concerning cross-border data privacy in ASEAN. Specifically, the 
research will explore institutional challenges at the ASEAN level in regard to 
institutional oversight, cross-border data transfer provisions, and interoperability 
and cross-border enforcement. The following frameworks will be in the scope of 
study: ASEAN frameworks regarding cross-border data privacy (e.g. the ASEAN 
Digital Data Governance Framework, the ASEAN Framework on Personal Data 
Protection, and the ASEAN Framework on Electronic Commerce). 

1.3.2 The research will compare ASEAN frameworks with global and 
regional regulations on cross-border data privacy (e.g. OECD, GDPR, and Ibero-
American Standards) to analyze and propose recommendations for ASEAN on 
institutional aspects of regulating cross-border data privacy. 

 
1.4 Objectives 

1.4.1 To study and compare existing regulatory frameworks concerning 
cross-border data privacy in ASEAN. Specifically, the research will explore 
institutional challenges in regard to institutional oversight, cross-border data 
transfer provisions, and interoperability and cross-border enforcement. The 
following frameworks will be in the scope of study: ASEAN frameworks 
regarding cross-border data privacy (e.g. the ASEAN Digital Data Governance 
Framework, the ASEAN Framework on Personal Data Protection, and the 
ASEAN Framework on Electronic Commerce). 

1.4.2 To compare ASEAN frameworks with global and regional 
regulations on cross-border data privacy (e.g. OECD, GDPR, and Ibero-
American Standards) to analyze and propose recommendations for ASEAN on 
institutional aspects of regulating cross-border data privacy. 

 
1.5 Expected Benefits 

1.5.1 The analysis and comparison of cross-border data privacy regulations 
in different global and regional frameworks can provide a body of knowledge and 
a model for to improve ASEAN cross-border data privacy regulation. 

1.5.2 The study will recommend options to improve institutional oversight, 
cross-border data transfer provisions, and interoperability and cross-border 
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enforcement across ASEAN region in order to protect citizen’s personal data and 
facilitate cross-border data transfers within the region. 

1.5.3 The outcome of the research can be a policy guidance for the 
Government of Thailand in making necessary institutional adjustments to 
regulate cross-border data privacy. 

 
1.6 Methodology 
The study will use the following methodology in carrying out the research. 

1.6.1 Documentary research and a review of primary data and secondary 
data 

The study will review domestic regulations (laws, government orders, 
notifications, etc.), relevant international and regional instruments, articles, cases, 
facts and information. The documentary research tools are library, online 
resources (Internet), and subscribed resources (Westlaw, EBCO’s e-book 
collection, ERIC). 

1.6.2 Information at ASEAN meetings: 
- The 1st ASEAN Data Protection and Privacy Forum (ADPPF) meeting on 

19 August 2019 in Bangkok 
- The 2nd ASEAN Data Protection and Privacy Forum (ADPPF) meeting 

on 3 December 2019 in Cebu, the Philippines 
In these 2 ASEAN meetings, a draft proposal for ASEAN cross-border data flows 
mechanisms is discussed (the author will discuss in Chapter 4). 
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Chapter 2 International Frameworks  
 
2.1 World Trade Organization (WTO)  
 

2.1.1 Introduction 
The World Trade Organization (WTO) is the multilateral regulatory body 

for international trade with 164 member countries worldwide, making it the 
largest international trade institution in the world. The WTO uses the 
underpinning principle of non-discrimination to regulate the global trade. The 
member countries are subject to a series of obligations to uphold trade 
liberalization and make commitments to abolish barriers to trade. Initially, 
liberalization of trade in goods was the main focus under the operation of the 
General Agreement on Tariff and Trade (GATT) – later annexed into one of the 
legal texts making up the WTO agreements. Since the global trade has changed 
considerably, the international movement of services have played a significant 
role in global trade for the past decades. The WTO launched the General 
Agreement on Trade in Services (GATS) to regulate international trade in 
services under the same principle of non-discrimination.  

The growth of digital trade has urged the WTO to explore options to keep 
up with the modern way of international trade. Recognizing that global electronic 
commerce was growing and creating new opportunities for trade, the WTO 
adopted the Declaration on Global Electronic Commerce with a work program 
on e-commerce in September 1998. However, being a large institution with 
diverse member countries from different parts of the world, the e-commerce 
agenda discussion has been marginal, and more progress has been adopted at 
plurilateral rather than multilateral level.41 However, as international trade is 
increasingly dependent on data being able to move across jurisdictions, a number 
of reforms in WTO agreements have been discussed, particularly a development 
of the new Trade in Services Agreement (TISA) which would cover provisions 
on e-commerce, digital trade, and cross-border transfer of data. The WTO 
oversight body in services trade, the Council for Trade in Services, has recently 
been launching a 2019 work program to analyze benefits and challenges of cross-
border data flows.42 

 
 

 
41 Mitchell and Hepburn, "Don't Fence Me In: Reforming Trade and Investment Law to Better Facilitate Cross-
Border Data Transfer.", 187. 
42 WTO, Council for Trade in Services : Work program on electronic commerce - The economic benefits of 
cross border data flows: communications from the United States, S/C/W/382 (Geneva, 2019). 
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2.1.2 Scope 
Is data transfer considered service? 
In order to determine whether cross-border data transfer is classified as a 

service under the GATS, the GATS art I needs to be looked at. GATS art I 
provides that measures affecting trade in services of a member country will be 
covered by the GATS. While it is true enacting a regulation allowing or restricting 
cross-border data transfer could be considered as a measure affecting trade in 
service, it is difficult to draw a conclusion that the WTO itself has thoroughly 
adopts this analysis. This is because the Central Product Classification (CPC) that 
the member countries of WTO use as official reference for services classification 
do not provide a clear determination on whether cross-border transfers of data are 
considered to be one of the services classified under the CPC. Even in CPC 843 
(data processing service)43, the concept is about data input and data processing in 
computing medium, and it is difficult to fit in common service that require cross-
border transfer of data such as cloud computing, cloud-based apps, and social 
network platforms.44 Other CPCs in the area of telecommunication services (CPC 
7523, which pertains to data transmission over mobile networks) may become 
more relevant to cross-border data transfers.45 However, due to limited case law, 
there are uncertainties to determine that cross-border data transfers are fitted 
within any CPC classification as it may need to be considered on a case-by-case 
basis or wait for clarification in the future. 

The GATS art I also conceptualizes modes of services to be supplied. In 
the sense of cross-border data transfers, the modes of services can be either cross-
border supply (mode 1: supply of a service from the territory of one member 
country to another), or consumption abroad (mode 2: supply a service to the 
service consumer of any member country). The WTO jurisprudence on this 
matter also does not provide a clear-cut answer. For mode 1, in U.S. - Gambling46, 
the Panel and Appellate Body addressed the cross-border supply of online 
gambling services from Antigua to the U.S. under mode 1, which these countries 

 
43 CPC 843 (Data processing services) comprises of:  
CPC 84310 Input preparation services - Data recording services such as key punching, optical scanning or other 
methods for data entry. 
CPC 84320 Data-processing and tabulation services - Services such as data processing and tabulation services, 
computer calculating services, and rental services of computer time. 
CPC 84330 Time-sharing services - Computer time only is bought; if it is bought from the customer's premises, 
telecommunications services are also bought. Data processing or tabulation services may also be bought from a 
service bureau. In both cases the services might be time sharing processed.  
CPC 84390 Other data processing services - Services which manage the full operations of a customer's facilities 
under contract: computer-room environmental quality control services; management services of in-place 
computer equipment combinations; and management services of computer work flows and distributions. 
44 Mitchell and Hepburn, "Don't Fence Me In: Reforming Trade and Investment Law to Better Facilitate Cross-
Border Data Transfer.", 198. 
45 Ibid. 
46 United States — Measures Affecting the Cross-Border Supply of Gambling and Betting Services, DS285 
(WTO 2005). 
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exchanged gambling services via Internet, but the case did not pose anything 
specific on data transfers. For mode 3, in China - Electronic Payment Services47, 
the Panel found that Chines measures on restricting foreign suppliers from access 
to certain payment card transactions, which may involve data transfers, violated 
the China’s commitments on services trade liberalization in both mode 1 and 
mode 3. 

 
Most-Favored Nation (MFN) 
The GATS art II provides for one of the most important principles in 

international trade regulation – the MFN. The principle requires a member 
country to grant the same treatment to services coming from any other country 
members of the WTO. Therefore, if a member country particularly restricts a 
transfer of data to/from any WTO member country, this could put that member 
country in a less-favorable position, and therefore may violate the MFN 
obligation. For example, alleviating data transfer restrictions for particular 
countries, as the EU did for the U.S. under the special agreement (e.g. the Safe 
Harbor agreement) may suffice this violation.48 Nevertheless, an MFN principle 
is subject to a number of exceptions. Member countries can list the measures as 
their MFN exemptions under GATS art II:1. In addition, member countries who 
provide better treatment in data transfer (preferential treatment) to any member 
country will need to justify that treatment, either under a general exception or a 
national security exception (which will discuss below), or under the exception in 
GATS art V for economic integration agreements.49 

 
Domestic regulation  
GATS art VI:1 provides that in the service sectors in which the member 

country has made specific commitments (that is, market access, national 
treatment, or additional commitments), the member country must ensure that all 
measures of general application affecting trade in services are administered in a 
reasonable, objective and impartial manner. In the GATS art VI:5, member 
countries must ensure that licensing and qualification requirements and technical 
standards do not nullify or impair its commitments, for example through the 
absence of objective and transparent criteria or being more burdensome than 
necessary to ensure the quality of the service. 

In other words, a member country must ensure that their regulations 
concerning data privacy do not create more burdensome than necessary to the 

 
47 China — Certain Measures Affecting Electronic Payment Services, DS413 (WTO 2012). 
48 Mitchell and Hepburn, "Don't Fence Me In: Reforming Trade and Investment Law to Better Facilitate Cross-
Border Data Transfer.", 199. 
49 Ibid. 
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supplying of other member’s services. If a member country introduced a 
regulation with high data privacy standard, that would make cross-border data 
transfers more difficult than necessary. Registration and authorization 
requirements for data collection can considerably increase costs of compliance 
for foreign service suppliers. For example, requirements to obtain consent before 
transmitting personal information across borders may be complicated when 
information involving a range of actors is relevant to a particular application or 
device.50 Imposing these restrictions on foreign operators may be measures that 
are contrary to the GATS obligation. However, it is worth noting that the 
language in the GATS art VI: 1 refers to only service sectors where a member 
country has made “specific commitments”. Therefore, one can argue that cross-
border data transfers are not services integral to any part of the specific 
commitments that a particular member country has committed since they are not 
officially classified in the CPC nor do any GATS official documents provide a 
clarification on the matter.  

 
Market access 
GATS art XVI provides for the market access obligations that apply 

according to the commitments made by a member country in its GATS schedule 
regarding the liberalization in relevant services mode and service sectors. Unless 
a member country has prescribed relevant limitations or conditions in the 
schedule, a member country that has made a market access commitment to a 
given sector must not limit market access of a foreign supplier (e.g. number of 
foreign service suppliers and equity participation of a foreign service suppler). 

Any restriction on cross-border data transfers for whatever reason can lead 
to a violation of the market access obligation to the extent that the restriction is 
not prescribed in service sectors or sub-sectors in which the relevant member 
country has made market access commitments. Thus, measures such as imposing 
high privacy standards regarding cross-border delivery of electronic services 
could violate this obligation.51  However, there is an argument similar to the 
discussed section on domestic regulation that the cross-border data transfers are 
not services integral to any part of the specific commitments that a particular 
member country has committed since they are not officially classified in the CPC 
nor do any GATS official documents provide a clarification on the matter. 

 
General exception  
As mentioned above, the GATS do have certain provisions to ensure that 

cross-border data transfers are services under its scope, and therefore cannot be 
 

50 Ibid., 200. 
51 Ibid. 
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restricted without justification. One of the justifications for restricting cross-
border data transfers can be in the form of general exceptions (including reference 
to privacy, public morals, and public order). In particular, the GATS Art XIV (c) 
allows for the deviation of any commitments of the GATS including: 

- The prevention of deceptive and fraudulent practices or to deal with the 
effects of a default on services contracts; 

- The protection of the privacy of individuals in relation to the processing 
and dissemination of personal data and the protection of confidentiality of 
individual records and accounts. 

The GATS also maintains that the deviation allowed in this general 
exception should only be used if the measure is necessary to secure compliance 
with laws or regulations which are not inconsistent with the provisions of the 
GATS, and would constitute a means of arbitrary or unjustifiable discrimination 
between countries where like conditions prevail, or a disguised restriction on 
trade in services. 

Therefore, the scope of the GATS general exception refers explicitly to 
privacy, confidentiality, and personal data. This means that a member country 
may be able to restrict cross-border data transfer for the sake of data privacy as 
long as the measure is necessary to secure compliance with laws or regulations 
and not constituting arbitrary or unjustifiable discrimination between countries or 
acting as a disguised restriction on trade in services. 

 
Cooperation 
Since the WTO is a multilateral trading institution in all areas of services 

trade, it has established a long-standing contact points of each member country 
to exchange information and for consultations (art XXV). The same provision 
also provides for technical assistance in developing countries in which the 
mandate shall be set by the Council for Trade in Services. However, the area of 
cooperation is mostly mandated area in services trade, and not specific to areas 
of data privacy, such as submitting and responding to complaints on the violation 
and negotiation for further liberalization of services trade.  

In addition, the GATS art VII: 5 allows member countries to cooperate 
with relevant intergovernmental and non-governmental organizations towards the 
establishment and adoption of common international standards and criteria for 
recognition and common international standards for the practice of relevant 
services trades and professions. This provision permits rooms for future 
arrangements in mutual recognition of standards relating to personal data 
protection.  
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Enforcement  
The GATS art XXIII refers to the dispute settlement and enforcement 

system under the WTO.  The WTO is argued to process one of the most 
comprehensive dispute settlement systems among all the international 
organizations. Since 1995, 593 disputes have been brought to the WTO and over 
350 rulings have been issued.52 The WTO’s dispute settlement system is called 
the Dispute Settlement Understanding system (DSU). A dispute arises when a 
member country claims that another member is violating an agreement or a 
commitment that it has made in the WTO. The members in question can reach a 
mutually satisfactory resolution of the matter or can choose to have recourse to 
the DSU. However, due to lack of jurisprudence on claims regarding cross-border 
data transfer, or even any claim whether international data transfer is considered 
a covered service within the GATS, it has to wait for future clarification or future 
case law on the matter.  

2.2 Organisation for Economic Co-operation and Development (OECD) 
 

2.2.1 Introduction 
The Organisation for Economic Co-operation and Development (OECD) 

is an international organization that works to build better policies for improving 
prosperity, equality, opportunity and well-being for all. The OECD member 
countries realize that data flows have greatly increased in recent years and the 
trends will continue with the widespread introduction of new computer and 
communications technology. Imposing measures restricting free data transfers 
could cause serious disruption in important sectors of the economy, such as 
banking and insurance.53 Privacy protection laws have been introduced in many 
countries, or will be introduced shortly, to prevent what are considered to be 
violations of fundamental human rights, such as the unlawful storage of personal 
data, the storage of inaccurate personal data, or the abuse or unauthorized 
disclosure of such data.54 On the other hand, there is a danger that heavy-handed 
legislations could hamper the free transfer of personal data across frontiers. 
Therefore, the data privacy laws should not neglect the importance of the ability 
to transfer data cross countries, and should provide a balance between free 
movement of data and adequate safeguards to personal data protection. 

For this reason, OECD member countries considered it necessary to 
develop Guidelines on the Protection of Privacy and Transborder Flows of 
Personal Data in 1980 which would help to harmonize national privacy 
legislation and, while upholding such human rights, would at the same time 
prevent interruptions in cross-border data transfers. They represent a consensus 

 
52 WTO, Dispute Settlement (2019), https://www.wto.org/english/tratop_e/dispu_e/dispu_e.htm. 
53 Ibid. 
54 OECD, "Guidelines on the Protection of Privacy and Transborder Flows of Personal Data." 



 20 

on basic principles which can be built into existing national legislation, or serve 
as a basis for legislation in those countries which do not yet have it.55 
 

2.2.2 Scope 
Cross-border data transfer principles in the 1980 Guidelines 
The 1980 Guidelines, in the form of a Recommendation by the Council of 

the OECD, were developed by a group of government experts. The 
Recommendation was adopted and became applicable on 23 September 1980. 
The Guidelines apply to personal data treatment, whether in the public or private 
sectors, which, due to its processing, nature or use, poses a risk to privacy and 
individual liberties. OECD members consider them “as minimum standards 
which can be supplemented by additional measures for the protection of privacy 
and individual liberties, which may impact cross border flows of personal data”.56  

The 1980 Guidelines provide basic principles on criteria to allow free 
transfers of data, and situations where free data transfers can be restricted with 
legitimate reasons. The scope of cross-border data transfers is prescribed in 
paragraphs 15-18 of the Guidelines. In paragraph 15, Member countries should 
take into consideration the implications for other member countries’ domestic 
processing and re-export of personal data. Member countries should take all 
reasonable and appropriate steps to ensure that cross-border transfers of personal 
data, including transit through a member country, are uninterrupted and secure. 

A member country should refrain from restricting transfers of personal data 
between itself and another member country except where the latter does not yet 
substantially observe these Guidelines or where the re-export of such data would 
circumvent its domestic privacy legislation. A Member country may also impose 
restrictions in respect of certain categories of personal data for which its domestic 
privacy legislation includes specific regulations in view of the nature of those 
data and for which the other Member country provides no equivalent protection 
(paragraph 17). In other words, a member country should foster free transfer of 
personal data but allow restrictions to such transfer only when: 

- The receiving country does not substantially observe the Guidelines; 
- The re-export of personal data is prohibited by that country’s privacy 

legislation; 
- There is an intention to protect certain categories of personal data (e.g. 

sensitive personal data) in which the receiving country does not provide an 
equivalent protection.   

 
55 Ibid. 
56 Héctor J. Lehuedé, Corporate governance and data protection in Latin America and the Caribbean, 
Economic Commission for Latin America and the Caribbean (ECLAC) (Santiago, 2019)., 16. 
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Member countries should avoid developing laws, policies and practices in 
the name of the protection of privacy and individual liberties, which would create 
obstacles to cross-border transfers of personal data that would exceed 
requirements for such protection (paragraph 18). 

 
National implementation in the 1980 Guidelines 
In paragraph 19 of the Guidelines, member countries should, in the light of 

implementing the Guidelines, establish legislation or administrative procedures 
or regulatory body for the protection of privacy and individual liberties in respect 
of personal data. Member countries should in particular endeavor to: 

- Adopt appropriate domestic legislation; 
- Encourage and support self-regulation, whether in the form of codes of 

conduct or otherwise; 
- Provide for reasonable means for individuals to exercise their rights; 
- Provide for adequate sanctions and remedies in case of failures to comply 

with measures which implement the principles; and 
- Ensure that there is no unfair discrimination against data subjects. 
 
International cooperation in the 1980 Guidelines 
The Guidelines in paragraph 21 encourage member countries to, where 

requested, notify other member countries details of the observance of the 
principles set forth in these Guidelines. Member countries should also ensure that 
procedures for cross-border transfers of personal data and for the protection of 
privacy and individual liberties are simple and compatible with those of other 
member countries which comply with these Guidelines. Member countries should 
also establish procedures to facilitate information exchange related to these 
Guidelines, and mutual assistance in the procedural and investigative matters 
involved. In addition, member countries should work towards the development 
of principles, domestic and international, to govern the applicable law in the case 
of cross-border transfers of personal data. 

 
Cross-border data transfer principles in the 2013 (revised) Guidelines 
In July 2013, the OECD member countries revised the Guidelines to 

include important updates to the cross-border personal data transfers governance. 
The revised Guidelines take into account the changing technologies such as cloud 
computing, markets and user behavior, and the growing importance of digital 
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identities.57 The key principles on cross-border personal data transfers are appear 
in paragraphs 16 to 19 of the Guidelines.  

First, a data controller must remain accountable for the personal data under 
its control irrespective of where the data is located (paragraph 16). A Member 
country should refrain from restricting cross-border transfers of personal data 
between itself and another country where (a) the other country substantially 
observes these Guidelines or (b) sufficient safeguards exist, including effective 
enforcement mechanisms and appropriate measures put in place by the data 
controller, to ensure a continuing level of protection consistent with these 
Guidelines (paragraph 17). In addition, any restrictions to cross-border transfers 
of personal data should be proportionate to the risks presented, taking into 
account the sensitivity of the data, and the purpose and context of the processing 
(paragraph 18). 

 
National implementation in the 2013 Guidelines 
The provisions on national implementation are also crucial to the 

implementation of cross-border data transfer provisions. In paragraph 19, 
member countries are encouraged to:  

- Develop national privacy strategies that reflect a coordinated approach 
across governmental bodies; 

- Adopt laws protecting privacy; 
- Establish and maintain privacy enforcement authorities with the 

governance, resources and technical expertise necessary to exercise their powers 
effectively and to make decisions on an objective, impartial and consistent basis; 

- Encourage and support self-regulation, whether in the form of codes of 
conduct or otherwise; 

- Provide for reasonable means for individuals to exercise their rights; 
- Provide for adequate sanctions and remedies in case of failures to comply 

with laws protecting privacy; 
- Consider the adoption of complementary measures, including education 

and awareness raising, skills development, and the promotion of technical 
measures which help to protect privacy; 

- Consider the role of actors other than data controllers, in a manner 
appropriate to their individual role; and 

- Ensure that there is no unfair discrimination against data subjects. 
 

 
57 Ibid. 
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International cooperation and interoperability in the 2013 Guidelines 
In order to ensure international cooperation and interoperability, member 

countries should take appropriate measures to facilitate cooperation on cross-
border data privacy law enforcement, in particular by enhancing information 
sharing among privacy enforcement authorities (paragraph 20). This can be done 
by encouraging member countries to develop international arrangements that 
promote interoperability among privacy frameworks that give practical effect to 
these Guidelines (paragraph 21). The other measure could be to develop 
internationally comparable metrics to inform the policy making process related 
to privacy and cross-border personal data transfers (paragraph 22). In addition, 
member countries are encouraged to make public the details of their observance 
of these Guidelines (paragraph 23). 

 
Comparison between the 1980 and 2013 Guidelines 
The 1980 Guidelines supports the permission of cross-border data flows 

only with certain restrictions, for example, when the receiving countries do not 
yet have capacity to adopt the Guidelines or where the re-export of data would 
contravene with its domestic privacy laws. Since then, member countries have 
adopted a series of mechanisms to ensure the protection of data privacy in the 
face of cross-border data transfer. These mechanisms include an assessment 
whether the receiving country grants an adequate data privacy protection such as 
the adequacy requirement implemented by the EU. Other mechanisms (e.g. 
BCRs, model contracts, and the APEC’s Cross-Border Privacy Rules) provide 
similar scheme but do not involve the assessment conducted by a data protection 
authority to determine whether the receiving countries have adequacy 
requirement, instead these mechanisms determine adequacy requirement based 
on safeguards being put in place by data controllers and data accountability 
agents.58 

The revisions of the Guidelines in the 2013 version aims to simplify and 
keep up with the modern changes in technology. The 2013 Guidelines share with 
the 1980 version in retaining the general approach in refraining member countries 
from imposing restrictions to cross-border data transfers if the receiving countries 
substantially observe the principles in the Guidelines. While the 1980 Guidelines 
does not elaborate on how the receiving country should be regarded as already 
observing the Guidelines, the 2013 Guidelines in Paragraph 17 (b) provides a 
recognition to a combination of measures which a data controller can put in place 
to ensure an adequate level of protection such as technical and organizational 

 
58 OECD, "Guidelines on the Protection of Privacy and Transborder Flows of Personal Data," (2013). 
https://www.oecd.org/internet/ieconomy/privacy-guidelines.htm., 29. 
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security measures, contracts, audits, etc.59 However, these measures need to be 
sufficient in providing effective safeguards to data privacy, and this can include 
a consideration of whether effective enforcement mechanisms have been put in 
place such as administrative and judicial oversight and international cooperation 
among privacy enforcement authorities.60 

The 2013 Guidelines updates criteria where member countries are allowed 
to impose restrictions to cross-border data transfers using “risk-based” approach 
and “proportionality” to determine whether restrictions imposed by member 
countries are proportionate to the risks presented considering the sensitivity of 
the data and the purpose of processing. This is a considerable upgrade from the 
1980 Guidelines that only allow restrictions to cross-border data flows based on 
domestic privacy legislation and when the other receiving country provides no 
equivalent protection of data privacy.61 

In terms of national implementation, while the 1980 guidelines focus on 
having legal, administrative and institutions in place, the 2013 extend to cover 
non-regulatory measures, including self-regulation, as additional measures to 
help protect personal data. The 2013 Guidelines also recommend member 
countries to develop national strategies that ensure coordination across 
institutions in order to afford policy compatibility with related areas such as 
cybersecurity measures. The 2013 Guidelines in paragraph 19 (g)62 also call on 
member countries to adopt complementary measures such as the role of actors 
other than data controllers in a manner appropriate to their individual role as a 
complementary measure to protecting personal data.63 This is because recently 
individuals have progressed from a passive role to presume an active role in 
creating, posting and sharing about personal data to family and friends. It is 
understood that individuals who are acting in the context of their private lives are 
generally outside an ambit of the Guidelines. Therefore, in order to regulate 
appropriately, non-legislative measures including education and awareness 
raising are considered to be suitable to address data protection with individuals. 
Where individuals cause damages to data privacy interests of others, torts or civil 
law may offer a remedy, but other non-legislative measures should also be 
considered.64 

 
59 Paragraph 17 (b) of the 2013 OECD Guidelines provides “a Member country should refrain from restricting 
transborder flows of personal data between itself and another country where (b) sufficient safeguards exist, 
including effective enforcement mechanisms and appropriate measures put in place by the data controller, to 
ensure a continuing level of protection consistent with these Guidelines”. 
60 OECD, "Guidelines on the Protection of Privacy and Transborder Flows of Personal Data.", 30. 
61 Ibid., 30. 
62 Paragraph 19 (g) of the 2013 OECD Guidelines provides, in implementing these Guidelines, Member 
countries should … g) consider the adoption of complementary measures, including education and awareness 
raising, skills development, and the promotion of technical measures which help to protect privacy; 
63 OECD, "Guidelines on the Protection of Privacy and Transborder Flows of Personal Data.", 32. 
64 Ibid., 32. 
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The 2013 Guidelines in paragraph 21 also encourage member countries to 
cooperate on privacy matters and support the development of international 
arrangements that promote interoperability among privacy frameworks. This kind 
of interoperability has been reflected in a series of initiatives including the work 
of the privacy enforcement authorities within the framework of the US-EU 
Privacy Shield Agreement, EU Binding Corporate Rules, and the APEC Cross-
Border Privacy Rules. Recently, the Council of Europe is working on the 
modernization of the Convention 108 on the Automated Processing of Personal 
Data to work in a seamless approach with the international data privacy 
governance.65 

 
2.3 APEC Cross-Border Privacy Rules (CBPR) 
 

2.3.1 Introduction 
In November 2004, APEC member countries endorsed the APEC Privacy 

Framework. The Framework comprises nine guiding principles to help APEC 
member countries develop a consistent domestic approach to protection of 
personal information. The Framework applies to companies and organizations in 
jurisdictions of member counties with the aim to establish effective privacy 
protections. The Framework focuses on avoiding barriers to free data transfers 
cross borders, and ensuring continued trade and economic growth in the Asia 
Pacific region. The Framework contains principles and implementation 
guidelines, and, since 2011, it also includes an APEC Cross-Border Privacy Rules 
(CBPR) system (updated in 2015, in line with OECD’s updated rules) to regulate 
cross-border transfer of data between member countries.66 The APEC Privacy 
Framework is important in Asia because it was the first framework developed 
specifically by and for Asian countries and their counterparts in the US, and it 
incorporates a set of implementing measures to operationalize and enhance 
accountability.67 

 
2.3.2 Scope 
Cross-border data transfers 
As the participation in the CBPR is voluntary, its system operates as 

voluntary certification scheme that allows companies to transfer personal data 
between member countries. It is a mechanism for mutual recognition between 
diverse domestic data privacy laws, avoiding the creation of barriers to cross-

 
65 Ibid., 33. 
66 Lehuedé, Corporate governance and data protection in Latin America and the Caribbean., 17. 
67 GSMA, Regional Privacy Frameworks and Cross-Border Data Flows: How ASEAN and APEC can Protect 
Data and Drive Innovation., 13. 
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border data transfers. The US was the first country to join the CBPR in 2012, and 
IBM became the first company to be certified. Even though the APEC comprises 
of 21 member countries68, only 8 members have joined the CBPR: the US, 
Canada, Japan, Mexico, Singapore, South Korea, Australia and Chinese Taipei 
have joined the CBPR. Like the EU-US Privacy Shield Framework, the CBPR is 
based on self-assessment and a compliance review.69 The CBPR system consists 
of four elements: 

- Set criteria for organizations to be nominated as CBPR accountability 
agents; 

- A criteria for data controllers to be certified by accountability agents as 
compliant with CBPR system; 

- Assessment criteria for use by accountability agents when reviewing 
whether a data controller meets CBPR system requirements; and 

- Arrangements for enforcing CBPR system requirements through 
complaints processes provided by accountability agents backed up by a privacy 
enforcement authority (PEA), normally a data protection authority, that is a 
participant in the APEC Cross- border Privacy Enforcement Arrangement 
(CPEA). 

Member countries in the CBPR scheme must designate an accountability 
agent and a privacy enforcement authority (PEA).70 The accountability agent is 
responsible for assessing and certifying a company’s compliance with APEC data 
privacy standards. Only companies based in the country of the accountability 
agent (can be foreign or domestic subsidiaries) are eligible for certification by 
that of accountability agent.71 Companies may adopt the CBPR principles and 
policies and then seek accreditation from the accountability agent.72 In August 
2013, IBM was the first US Company to be certified under the CBPR) system. 
TRUSTe, the accountability agent from US, approved IBM’s compliance with 
the CBPR standards. In 2016, JIPDEC, the accountability agent from Japan, 
became the second agent to be certified.73  

 
68 Currently 21 countries are APEC members: Australia, Brunei Darussalam, Canada, Chile, People's Republic 
of China, Hong Kong, China, Indonesia, Japan, Republic of Korea, Malaysia, Mexico, New Zealand, Papua 
New Guinea, Peru, The Philippines, The Russian Federation, Singapore, Chinese Taipei, Thailand, United 
States of America, and Viet Nam. 
69 Lehuedé, Corporate governance and data protection in Latin America and the Caribbean., 17. 
70 Jeffrey L. Bleich and Grant A. Davis-Denny, The Latest Cross-Border Privacy Rules In Asia-Pacific (2015), 
https://m.mto.com/Templates/media/files/Reprints/Law360_The%20Latest%20Cross-
Border%20Privacy%20Rules%20In%20Asia-Pacific.pdf., 4. 
71 Ibid., 4. 
72 UNCTAD, Data protection regulations and international data flows: Implications for trade and development, 
United Nations (Switzerland, 2016), https://unctad.org/en/PublicationsLibrary/dtlstict2016d1_en.pdf., 4. 
73 "The Cross Border Privacy Rules System: Promoting consumer privacy and economic growth across the 
APEC region," 5 September 2013, https://www.apec.org/Press/Features/2013/0903_cbpr.aspx. 
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The privacy enforcement authority (PEA) must be able to take enforcement 
action if a certified firm breaches its own certified privacy policies.74 The privacy 
enforcement authorities from APEC members may work together to assist in data 
privacy-related investigations or enforcement matters through their participation 
in the APEC Cross-Border Privacy Enforcement Arrangement (CPEA). 75 
Recognition for Processors System (PRP) which employs a similar accountability 
system to CBPR, with the focus on data processors instead of data controllers, as 
well as a multilateral mechanism to encourage coordination among privacy 
enforcement authorities through the CPEA.76  These are mutually reinforcing 
measures. For example, a country must first agree to participate in CPEA before 
it can join the CBPR.77 There is the APEC capacity building project that helps 
economies select an accountability agent to certify companies or provides other 
assistance to facilitate a member’s readiness to adopt the CBPR system.78 

Compared to the OECD Framework, the CBPR moves beyond a mere 
guideline when it provides a formal system that member countries can participate 
in to enable their companies to receive a formal certification that shows they 
provides a minimum level of data privacy protection. Even though is voluntary 
for companies to participate in the CBPR, their commitments are legally 
enforceable once a company is included in the system. One ASEAN data 
protection authority reported that joining the CBPR could assist the data 
protection authority in its compliance and enforcement functions.79  

The CBPR system does not intend to replace domestic laws in any 
jurisdiction. The commitments which an organization carries out in order to 
participate in the CBPR system are separate from any domestic legal 
requirements that may be applicable. Where there are no applicable domestic 
privacy protection requirements in a given country, the CBPR system is intended 
to provide a minimum level of protection. Where requirements of the CBPR 
system exceed the requirements of domestic law and regulation, an organization 
will need to voluntarily carry out such additional requirements in order to 
participate.80  

 
 

 
74 Bleich and Davis-Denny, The Latest Cross-Border Privacy Rules In Asia-Pacific., 4. 
75 APEC, "The Cross Border Privacy Rules System: Promoting consumer privacy and economic growth across 
the APEC region." 
76 Bleich and Davis-Denny, The Latest Cross-Border Privacy Rules In Asia-Pacific., 4. 
77 GSMA, Regional Privacy Frameworks and Cross-Border Data Flows: How ASEAN and APEC can Protect 
Data and Drive Innovation., 13. 
78 APEC, "The Cross Border Privacy Rules System: Promoting consumer privacy and economic growth across 
the APEC region." 
79 GSMA, Regional Privacy Frameworks and Cross-Border Data Flows: How ASEAN and APEC can Protect 
Data and Drive Innovation.,13. 
80 Ibid., 60. 
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International cooperation  
The privacy enforcement authorities from member countries may work 

together to assist in data privacy-related investigations or enforcement matters 
through their participation in the CPEA. The arrangement also encourages 
information sharing and cooperation on privacy investigation and enforcement 
with data protection authorities outside APEC, including by ensuring this CEPA 
can work seamlessly with similar arrangements such as those developed under 
the OECD Framework. 

 
Enforcement 
Whereas the CPEA assists in privacy standards enforcement and 

cooperation, the Joint Oversight Panel (JOP) administers the CBPR system in 
carrying out its functions. The JOP’s key functions are carrying out consultations 
with prospective members to review and determine whether such country satisfies 
participation requirements. It also reviews applications from organizations to 
become accountability agents or discontinue the accountability agent’s 
recognition and make recommendations on organization’s compliant with CBPR 
requirements. It also has functions of compliant handling regarding 
accountability agents, and it may refer matters as they see appropriate to the 
privacy enforcement authorities. 

2.4 Conclusion 
 

The WTO 
In terms of the institutional oversight of the GATS, the Council for Trade 

in Services has the facilitation role including development of the rules and 
assisting member countries in future standard recognition. GATS art I provides 
that measures affecting trade in services of a member country will be covered by 
the GATS. However, there is uncertainty whether cross-border data transfers are 
regarded as the GATS covered service since international data transfers are not 
officially classified in the CPC nor do any GATS official documents provide a 
clarification on the matter. Restrictions to cross-border data transfers can be 
justified under the GATS general exceptions which refers explicitly to privacy, 
confidentiality, and personal data. This means that a member country may be able 
to restrict cross-border data transfer for the sake of data privacy as long as the 
measure is necessary to secure compliance with laws or regulations and not 
constituting arbitrary or unjustifiable discrimination between countries or acting 
as a disguised restriction on trade in services. 

As for cooperation, although the WTO maintains a solid cooperation 
mechanism such as contact points of each member country to exchange 
information and for consultations, the area for cooperation is a wide-ranging area 
of trade in services not specific to only data privacy. However, the GATS art VII: 
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5 (recognition of standards) allows rooms for future arrangements in mutual 
recognition of standards relating to international transfer of data.  

With regards to enforcement, the WTO is argued to process one of the most 
comprehensive dispute settlement systems among all the international 
organizations. However, due to lack of jurisprudence on claims regarding cross-
border data transfer, or even any claim whether international data transfer is 
considered a covered service within the GATS, it has to wait for future 
clarification or future case law on the matter.  

The OCED 
The 1980 OECD Guidelines foster free cross-border personal data transfers 

between member countries but allow restrictions to such transfers only when the 
receiving country does not substantially observe the Guidelines; the re-export of 
personal data is prohibited by that country’s privacy legislation; and there is an 
intention to protect certain categories of personal data (e.g. sensitive personal 
data) in which the receiving country does not provide an equivalent protection. 

In terms of implementation, member countries are encouraged to establish 
legislation or administrative procedures or regulatory body for the protection of 
privacy and individual liberties in respect of personal data. With respect to 
international cooperation, the 1980 Guidelines call for member countries to 
develop procedures to facilitate information exchange and mutual assistance in 
investigative matters. 

While the 1980 OECD Guidelines does not elaborate on how the receiving 
country should be regarded as already observing the Guidelines, the 2013 OECD 
Guidelines elaborate this by pointing out two approaches. The first one is that a 
data controller can ensure an adequate level of protection by measures such as 
putting in place technical and organizational security measures, concluding 
contracts, conducting audits, etc. However, these measures should be effective in 
providing safeguards (e.g. have effective enforcement, judicial oversight, 
international cooperation with privacy enforcement authorities). 

The second approach is a risk-based analysis where restrictions to cross-
border transfers of personal data can be conducted when the measures are 
proportionate to the risks presented considering the sensitivity of the data and the 
purpose of processing. In terms of implementation, the 2013 OECD Guidelines 
suggest that non-regulatory measures can be used as an additional measure to 
implement data privacy such as self-regulation, education and public awareness. 
As for international cooperation, member countries are encouraged to cooperate 
on privacy matters and support the development of international arrangements 
that promote interoperability among data privacy frameworks. 
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The APEC CBPR 
The APEC CBPR operates as voluntary certification scheme that allows 

companies to transfer personal data between 8 APEC member countries that 
participate in the scheme. Member countries must designate an accountability 
agent responsible for assessing and certifying a company’s compliance with 
APEC privacy standards. Only companies that are certified by the accountability 
agent can transfer personal data between themselves.  

In terms of cooperation, the CEPA encourages information sharing and 
cooperation on privacy investigation and enforcement with data protection 
authorities outside APEC, including by ensuring this CEPA can work seamlessly 
with similar arrangements such as those developed under the OECD Framework. 
This implies the intention to have interoperability with other universal 
frameworks. As for enforcement, the Joint Oversight Panel (JOP) monitors the 
review the organization’s the compliant to the CBPR standards and can make 
recommendations or adjustments. It also reviews applications from organizations 
to become accountability agents or discontinue the accountability agent’s 
recognition. 
Table 1: Summary of cross-border data transfer provisions in international 

frameworks 

Topics 
Global Frameworks 

WTO (GATS) OECD APEC (CBPR) 

No. of country members 164 35 but non-party can adopt 8  

Legal force Binding  Non-binding Non-binding  

Scope of data transfers All data  Personal data Personal data 

Transfers to a non-party No Yes  No 

Grounds for cross-border 
data transfer restrictions 

Meeting regulatory objectives 
(e.g. personal data protection) 

The recipient does not pass: 
- Adequacy requirement 
- Risk-based analysis  

The recipient is not certified by CBPR 
scheme 

Oversight body Council for Trade in Services OECD council and Committee 
for Info., Computer & 
Communication Policy 

Joint Oversight Panel 

Role of oversight body Facilitating (light touch) Monitoring implementation 
(light touch) 

Compliance and complaint handling 
on accountability agent matter 

Cooperation Contact point for information 
exchange but not specifically in 
data protection area 

Information exchange, mutual 
assistance in investigation, 
promote interoperability with 
other frameworks 

Enforcement cooperation, DPA 
networks, and room for 
interoperability with other frameworks 

Enforcement Litigation (state v. state) but 
uncertain whether claim is within 
the GATS scope 

Cooperation  Enforce certification and de-certify an 
accountability agent 
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Chapter 3 Regional Frameworks and International Trade Agreements 
 
3.1 European Union 
 

3.1.1 Introduction 
The General Data Protection Regulation (GDPR) launched in 2016 by the 

EU is generally viewed as the most progressive personal data protection 
framework that applies to any organization that collects, controls, processes or 
uses personal data of any EU citizens, no matter where such action is located.81 
Aimed to harmonize data protection laws across the EU as well as to give greater 
protection and rights to individuals, the GDPR entered into force on 25 May 2018, 
after a two-year preparation period created to make adaptation to changes easier. 

The GDPR replaces the 1995 Data Protection Directive (95/46/EC), which 
was created to harmonize data privacy laws across the member states of the 
European Union. The GDPR includes assurances that citizens who provide their 
personal data with informed consent will have their personal data protected even 
when that personal data is shared with third parties.82 The GDPR rules affect 
individuals, companies and other organizations that are regarded to be either data 
controllers (those that determine how data are processed) and data processors 
(their subcontractors) of personal data and sensitive personal data of EU 
citizens.83 Article 4 of the GDPR offers some of the key definitions: 

- Personal Data: any information relating to an identified or identifiable 
natural person (Data Subject). 

- Data Subject: an identifiable natural person is one who can be identified, 
directly or indirectly, in particular by reference to an identifier such as a name, 
an identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, cultural 
or social identity of that natural person. 

- Processing: any operation or set of operations which is performed on 
personal data or on sets of personal data, whether or not by automated means, 
such as collection, recording, organization, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, restriction, erasure or 
destruction. 

 
81 Lehuedé, Corporate governance and data protection in Latin America and the Caribbean., 12. 
82 Tiffany Curtiss, "Privacy Harmonization and the Developing World: The Impact of the EU's General Data 
Protection Regulation on Developing Economies," Washington Journal of Law Technology & Arts 12 (2016)., 
101. 
83 Ibid., 12. 
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- Controller: a natural or legal person, public authority, agency or other 
body which, alone or jointly with others, determines the purposes and means of 
the processing of personal data; where the purposes and means of such processing 
are determined by Union or Member State law, the controller or the specific 
criteria for its nomination may be provided for by Union or Member State law. 

- Processor: a natural or legal person, public authority, agency or other 
body which processes personal data on behalf of the controller. 

- Consent: of the Data Subject means any freely given, specific, informed 
and unambiguous indication of the data subject's wishes by which he or she, by a 
statement or by a clear affirmative action, signifies agreement to the processing 
of personal data relating to him or her. 

Among the 99 articles of the GDPR, the EU set out the rights of individuals 
and the obligations placed on organizations dealing with their personal data. 
Individuals are recognized eights fundamental rights84:  

- Right to access (art 15): allows data subjects to obtain confirmation from 
a data controller as to whether or not personal data concerning them are being 
processed, where and for what purpose. Upon request, data controllers must 
provide a copy of the personal data, free of charge, in an electronic format. 

- Right to rectification (art 16): is the right for data subjects to have their 
inaccurate personal data rectified or completed if incomplete. 

- Right to erasure (art17): also known as the right to be forgotten, gives 
data subjects the right to force a data controller to erase their personal data, cease 
further dissemination of the data, and potentially have third parties halt 
processing of the data. There are conditions for exercise of this right, including 
the data no longer being relevant for its original purpose, or when consent of the 
data subject has been withdrawn. 

- Right to restriction (art 18): is the right of data subjects to request the 
restriction or suppression of personal data from processing (data are not destroyed 
but cannot be used). 

- Right of notification (art 19): data subjects have the right to be notified 
of a data breach that is likely to “result in a risk for the rights and freedoms of 
individuals”. The data controller must do this within 72 hours of first having 
become aware of the breach. Data processors are required to notify data 
controllers, in turn. 

- Right of portability (art 20): is the right of data subjects to receive the 
personal data concerning them from data controllers in a ‘commonly use and 
machine-readable format’ and have them transmitted to another data controller. 

 
84 Lehuedé, Corporate governance and data protection in Latin America and the Caribbean., 13. 
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- Right to object (art 21): is the right for data subjects to object to the 
processing of their personal data in certain circumstances, including for direct 
marketing. 

- Right against automated profiling (art 22): the GDPR has rules for 
automated aspects of processing data and for profiling (automated evaluation of 
data to classify individuals) for automated decision-making process. This right 
allows data subjects to ask to be excluded from such processes. 

The extraterritorial jurisdiction of the GDPR is one of the most rigorous 
regimes that affects global businesses since it applies to all companies processing 
the personal data of data subjects residing in the EU, regardless of their location.85 
In accordance with the GDPR provisions, non-EU businesses processing data of 
EU citizens have to appoint a representative in the EU and are subject to the 
reinforced penalty systems it created. Breaches of the GDPR can be fined up to 
the greater of 4% of the annual global turnover of the organization or €20 million, 
for the most serious infringements. Lower level offenses can result in fines of 2% 
of the annual global turnover of the organization.86 

In terms of accountability, data controllers and data processors are also 
subject to new accountability and compliance obligations. They aim to make their 
handling of people's personal data more responsible, including the adoption of 
data protection policies, the use of data protection impact assessments (DPIAs), 
and the appointment of data protection officers (DPOs).87 Companies that have 
regular and systematic monitoring of individuals at a large scale or process 
significant amounts of sensitive personal data, have to employ a DPO. The DPO 
position has to be independent and must report directly to the highest level of 
management about compliance with the GDPR, it is also a point of contact for 
employees and customers.88  

Also, data controllers must report to relevant data protection authorities 
within 72 hours when become known of the incident regarding destruction, loss, 
alteration, unauthorized disclosure of, or access to personal data. These are the 
authorities of all jurisdictions where data subjects may experience financial loss, 
confidentiality breaches as well as damage to their reputation as a consequence 
of the breach.89 

The GDPR sets out that data controllers must implement appropriate 
technical and organizational measures to protect personal data in a way that 
ensures the ongoing confidentiality, integrity, availability and resilience of 
systems. This creates an expectation that board of directors and senior managers 

 
85 Ibid. 
86 Ibid. 
87 Ibid. 
88 Ibid. 
89 Ibid. 
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will have to get personally involved in the design, implementation and monitoring 
of their organizations data protection and information security frameworks.90  

Among other highlights, the GDPR introduces into the legal framework 
the concept of “privacy by design”, which calls for the inclusion of data 
protection considerations from the early stages of building data processing 
systems. Article 23 calls for data controllers to hold and process only the data 
absolutely necessary for the completion of their duties. Companies with more 
than 250 employees are also required to map and document the justification for 
storing and processing personal data, including how long it’s being kept in the 
database.91 

 
3.1.2 Scope 
Cross-border transfers of personal data 
Provisions on cross-border transfers of personal data in the GDPR are 

stipulated in Chapter 5 of the GDPR (transfers of personal data to third countries 
or international organizations) which only allow transfers of personal data outside 
the EU under these conditions.  

 
Transfers on the basis of an adequacy decision 
The GDPR requires that transfers of personal data to third countries or 

international organizations could not be completed without a finding that a 
recipient country has adequate data protection. This requirement is normally 
referred as “adequacy decision”. The GDPR art 45 explains that the adequacy 
decision arrives when the European Commission, later referred to as the 
Commission, has decided that a third country ensures an adequate level of 
protection.  

When assessing the adequacy of the level of protection, the Commission 
shall, in particular, take account of the following elements: 

- The rule of law, respect for human rights and fundamental freedoms, 
relevant legislation, both general and sectoral, including concerning public 
security, defence, national security and criminal law and the access of public 
authorities to personal data, as well as the implementation of such legislation, 
data protection rules, professional rules and security measures, including rules for 
cross-border transfers of personal data, case-law, as well as effective and 
enforceable data subject rights and effective administrative and judicial redress 
for the data subjects whose personal data are being transferred; 

 
90 Ibid. 
91 Ibid. 
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- The existence and effective functioning of an independent authority in a 
third country for ensuring and enforcing compliance with the data protection 
rules, including adequate enforcement powers, for assisting and advising the data 
subjects in exercising their rights and for cooperation with the authorities of the 
EU member states; and 

- The international commitments a third country concerned has entered 
into, or other obligations from legally binding conventions or in multilateral or 
regional systems, in particular in relation to the protection of personal data. 

The Commission, after assessing the adequacy of the level of protection of 
a third country, may decide that a third country has passed the adequacy decision. 
A third country is subject to an on-going monitoring and a periodical review at 
least every four years. If the Commission finds that a third country no longer 
ensures an adequate level of protection, it can have the power to amend or 
suspend the agreement. The Commission shall enter into consultations with a 
third country in order to remedy the situation of such incident.  

At present, the Commission has so far awarded adequate decisions for the 
following countries: Andorra, Argentina, Canada (commercial organizations), 
Faroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, 
Switzerland, Uruguay and the United States of America (limited to the Privacy 
Shield framework). Adequacy decision negotiations are ongoing with South 
Korea at the moment. 

The US has passed the adequacy decision only to the extent covered in the 
EU-US Privacy Shield Framework. This Framework was an agreement between 
the EU and the US to enable cross-border data transfers between the two parties 
whereby the US companies handling EU’s personal data must commit to rules on 
how personal data is processed.92 Prior to this Framework, the former ‘Safe 
Harbor’ agreement between the EU and the US represented an attempt to 
facilitate cross-border data transfers while affording adequate personal data 
protection between the two parties. The agreement was signed in 2000 when the 
transatlantic data transfers were at less volume than today. The agreement permits 
companies to transfer data from the EU to the US if the companies self-certified 
that they provided safeguards equivalent to those required by the EU regulation.93 

However, the agreement unveiled a philosophical gap between the two 
parties with respect to privacy. While the EU considers safeguarding of personal 
data a human right, the US views data protection mainly in the terms of consumer 
protection.94  As data transfers were increasing, the high-profile data security 
breach in an Edward Snowden’s case of data leaks regarding the US National 

 
92 Michael L Rustad and Thomas H Koenig, "Towards a Global Data Privacy Standard," Florida Law Review 71 
(2018)., 402. 
93 Mitchell and Hepburn, "Don't Fence Me In: Reforming Trade and Investment Law to Better Facilitate Cross-
Border Data Transfer.", 193. 
94 Ibid., 193. 
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Security Agency (NSA) in 2013 caused an incredible amount of tension between 
two parties.95 Following the NSA leaks, an Austrian privacy activist, Maximillian 
Schrems, raised concerns that his right to privacy was being impaired when his 
personal data, through his use of Facebook, was transferred to US-based servers 
under the Safe Harbor agreement. After various proceedings in Ireland, the case 
was handed over to the European Court of Justice (ECJ).48 In October 2015, the 
ECJ decided that the Safe Harbor agreement impaired the fundamental right to 
private life, as it permits the US agency to have access to data of people over 
electronic communications.96 

After the Safe Harbor agreement was ruled invalid by the ECJ in Schrems 
v Data Protection Commissioner, the EU and the US adopted a new legal 
framework known as the Privacy Shield Framework which applies to 4,400 
companies following its entry into force in July 2016.97  The Privacy Shield 
Framework allows US companies to self-certify to the US Department of 
Commerce and publicly commit to comply with the Framework’s requirements. 
Although joining the Privacy Shield program is voluntary, once a company 
publicly commits to comply with the Framework’s requirements, its commitment 
is enforceable by the Federal Trade Commission under the US law.98 

The annual review has been taken place every year to review whether the 
Framework still grants personal data protection equivalent to the standards 
required by the EU requirements. Despite the review, On 5 July 2018, the 
European Parliament published a press release on a nonbinding resolution asking 
the European Commission to suspend the Framework due to highly publicized 
data breaches. The European Parliament voted to suspend the EU-US Privacy 
Shield deal unless the United States complies with EU data protection rules by 
September 1, 2018. This is a nonbinding resolution, which means that the 
Framework remains in effect unless the European Commission decides to 
overturn it. After the suspension vote, the US Department of Commerce has taken 
steps to revamped protection to address the European Commission requests. 
Processes have been clearly identified and explained, including management, 
oversight processes, compliance review and implementation audits.99 

 
Transfers subject to appropriate safeguards 
In the absence of an adequacy decision, the GDPR art 46 still allows 

personal data transfers to a third country if the data controller or processor of a 

 
95 Ibid., 194. 
96 Ibid. 
97 Ibid. 
98 William R. O’Connora and Dawn M. Maruna, "he Uncertain Future of Cross-Border Data Transfer 
Mechanism," Intellectual Property & Technology Law Journal 30 (2018)., 22. 
99 Ariel Silverstone et al., European Parliament voted to suspend Privacy Shield: Now what?, IAPP (2018), 
https://iapp.org/news/a/european-parliament-voted-to-suspend-privacy-shield-now-what/. 
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third country has provided appropriate safeguards, and on condition that 
enforceable data subject rights and effective legal remedies for data subjects are 
available. One of the appropriate safeguards commonly used by thousands of 
organizations to conduct business is the standard contractual, which are model 
contracts that meet EU requirements for the protection of personal data being 
transferred outside the EU.100 There are appropriate safeguards that require an 
authorization from the data protection authority of the EU member country and 
the ones that are not subject to an authorization. 

 
Appropriate safeguards not subject to authorization from the data 

protection authority  
Without seeking an authorization from the data protection authority of the 

EU member countries, a third country can be deemed to provide appropriate 
safeguards by conducting: 

- A legally binding and enforceable instrument between public authorities 
or bodies; 

- Binding corporate rules (BCRs); 
- Standard data protection clauses adopted by the data protection authority 

or approved by the Commission; 
- An approved code of conduct with binding and enforceable commitments 

of the controller or processor in a third country to apply the appropriate 
safeguards, including as regards data subjects’ rights; or 

- An approved certification mechanism with binding and enforceable 
commitments of the controller or processor in a third country to apply the 
appropriate safeguards, including as regards data subjects’ rights. 

 
Appropriate safeguards subject to authorization from the data protection 

authority  
Subject to the authorization from the data protection authority, the 

appropriate safeguards may also be provided for by: 
- Contractual clauses between an organization of the EU and an 

organization in a third country; or 
- Provisions to be inserted into administrative arrangements between public 

bodies which include enforceable and effective data subject rights. 
 
 

 
100 O’Connora and Maruna, "he Uncertain Future of Cross-Border Data Transfer Mechanism.", 23. 
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Binding corporate rules (BCRs) 
The BCRs are legally binding undertakings enforced by a group of 

organizations engaged in a joint economic activity, including their employees, 
that grant enforceable rights on data subjects with regards to the processing of 
their personal data. The GDPR art 47 maintains that organization must submit the 
BCRs for approval to the data protection authority in the EU. The BCRs need to 
include scheme of data protection details, including: 

- The rights of data subjects  
- The acceptance of liability for any breaches  
- The tasks of any data protection officer designated  
- The complaint procedures; 
- The mechanisms to ensure the verification of compliance with the BCRs 

such as audits  
- The mechanisms for reporting and recording changes to the rules  
- The cooperation mechanism with the data protection authority 
- The mechanisms for reporting to the data protection authority of any 

substantial adverse effect on the guarantees provided by the BCRs 
- The appropriate data protection training  
The authority will approve the BCRs in accordance with the consistency 

mechanism set out by the GDPR. This mechanism may involve several data 
protection authorities since the organization applying for approval of its BCRs 
may have presences in more than one EU member countries. The data protection 
authority submits its draft decision to the European Data Protection Board 
(EDPB), which will issue its opinion on the BCRs. When the BCRs have been 
finalized in accordance with the EDPB opinion, the data protection authority will 
approve the BCRs. This authorization of BCRs can be amended or replaced if 
necessary, by the data protection authority.  

 
Transfers allowed in specific situations 
The GDPR art 49 maintains that, in the absence of an adequacy decision 

or appropriate safeguards, a cross-border transfer of personal data to a third 
country may be permitted should the transfers fall into specific situations in the 
following circumstances: 

- The data subject has explicitly consented to the transfer proposed transfer, 
after having been informed of the possible risks of such transfer; 



 39 

- The transfer is necessary for the performance of a contract between the 
data subject and the controller or the implementation of pre-contractual measures 
taken at the data subject’s request; 

- The transfer is necessary for the conclusion or performance of a contract 
concluded in the interest of the data subject between the controller and another 
natural or legal person; 

- The transfer is necessary for important reasons of public interest; 
- The transfer is necessary for the establishment, exercise or defence of 

legal claims; 
- The transfer is necessary in order to protect the vital interests of the data 

subject or of other persons, where the data subject is physically or legally 
incapable of giving consent; 

- The transfer is made from a register which according to Union or Member 
State law is intended to provide information to the public and which is open to 
consultation either by the public in general or by any person who can demonstrate 
a legitimate interest, but only to the extent that the conditions laid down by Union 
or Member State law for consultation are fulfilled in the particular case. 

Where a transfer could not be based on an adequacy decision, appropriate 
safeguards including the BCRs, or specific situations, a transfer of personal data 
to the third may take place only if the transfer is not repetitive, concerning only a 
limited number of data subjects, is necessary for the purposes of compelling 
legitimate interests of the data controller which are not overridden by the interests 
or rights and freedoms of the data subject, and the controller has assessed all the 
circumstances surrounding the data transfer and has on the basis of that 
assessment provided suitable safeguards with regard to the protection of personal 
data. The controller shall inform the data protection authority of the transfer.  
 

International cooperation for the protection of personal data 
The GDPR art 50 has given powers to the Commission and the data 

protection authority to conduct the following functions to foster international 
cooperation for the development of protection of personal data: 

- Develop international cooperation mechanisms to facilitate the effective 
enforcement of legislation for the protection of personal data; 

- Provide international mutual assistance in the enforcement of legislation 
for the protection of personal data, including through notification, complaint 
referral, investigative assistance and information exchange, subject to appropriate 
safeguards for the protection of personal data and other fundamental rights and 
freedoms; 
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- Engage relevant stakeholders in discussion and activities aimed at 
furthering international cooperation in the enforcement of legislation for the 
protection of personal data; 

- Promote the exchange and documentation of personal data protection 
legislation and practice, including on jurisdictional conflicts with third countries. 
Enforcement 

The Commission, the data protection authority, and the European Data 
Protection Board (EDPB) have direct involvement on the process and outcomes 
of cross-border transfers of personal data to a third country. In a case of an 
adequacy decision for example, the Commission has powers to determine a 
particular third country that passes the adequacy decision, and also power to 
overturn such decision if a third country no longer ensures an adequate level of 
protection. The EDPB and the data protection authority have functions to approve 
and authorize the BCRs, and the data protection authority can order them to be 
amended. 

 
3.2 The 1981 Convention for the Protection of Individuals with regard to 
Automatic Processing of Personal Data (Convention 108) 
 

3.2.1 Introduction 
The 1981 Convention for the Protection of Individuals with regard to 

Automatic Processing of Personal Data, commonly referred to as Convention 108 
of the Council of Europe, 101  is a treaty protecting the right to privacy of 
individuals with respect to personal data which is automatically processed. To 
date, there are 55 member countries to this Convention. The purpose of the 
Convention is to guarantee that every individual within the jurisdiction of 
member countries (regardless of their nationality or place of residence) is granted 
the protection of their personal data when undergoing processing, thus 
contributing to respect for their rights and fundamental freedoms, and in 
particular their right to privacy The Convention highlights the fact that the 
processing of personal data may positively enable the exercise of other 
fundamental rights and freedoms, which can thus be facilitated by guaranteeing 
the right to data protection.102 

 
101 States party to the Convention are: Albania, Andorra, Armenia, Austria, Azerbaijan, Belgium, Bosnia and 
Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, European Union, Finland, France, 
Georgia, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Liechtenstein, Lithuania, Luxembourg, 
Malta, Monaco, Montenegro, Netherlands, Norway, Poland, Portugal, republic of Moldova, Romania, Russian 
Federation, San Marino, Serbia, Slovak Republic, Slovenia, Spain, Sweden, Switzerland, The Former Yugoslav 
Republic of Macedonia, Turkey, Ukraine, United Kingdom, Argentina, Burkina Faso, Cabo Verde, Mauritius, 
Mexico, Morocco, Senegal, Tunisia, Uruguay. 
102 COE, The modernised Convention 108: novelties in a nutshell, Council of Europe (2019), 
https://rm.coe.int/16808accf8., 1. 



 41 

By committing to the principles of the Convention, member countries have 
committed to establish, under their own domestic law, sanctions and remedies for 
violations of the Convention’s provisions. While individuals do not have a right 
of remedy directly under the Convention, claims between member countries with 
regard to how the Convention has been transposed could potentially be brought 
in front of the International Court of Justice.103 A Protocol for the modernization 
of the Convention was adopted by the Committee of Ministers on 18 May 2018 
and opened for signature on 10 October 2018 
 
3.2.2 Scope 

Cross-border transfers of personal data  
In a cross-border transfer of personal data within jurisdictions of member 

countries, the Convention art 14 prohibits member countries from restricting the 
free flow of personal data between member countries. However, the provision 
allows restrictions on cross-border transfers from a member country to another 
member country and also to the non-party when the transfer could lead to the 
circumvention of the provisions of the Convention, or where a member country 
is bound by harmonized rules of protection shared by countries belonging to a 
regional or international organization. The latter case, for example, applies to a 
member country which is also the member state of the European Union, where it 
is bound by the GDPR that may have stricter restrictions.  

As for the cross-border transfers of personal data from the member country 
to a third party (non-party), the Convention art 14 only allows the transfer when 
the recipient country secures an appropriate level of personal data protection, or 
when the recipient country secure standardized safeguards such as legally-biding 
and enforceable instruments (e.g. contractual clauses and BCRs). In addition to 
the above criteria, a transfer to a third country can take place when there are 
specific situations such as when the data subject gives specific consent, or the 
transfer is for the interests of the data subject, or for legitimate interests of the 
organization, or it is a necessary and proportionate measure for freedom of 
expression. 

In addition, as explicitly stated in the GDPR, a third country's accession to 
Convention 108 and its implementation will be an important factor when 
applying the European Union's adequacy decision, in particular when assessing 
whether a third country offers an adequate level of protection.104 

 
 

 
103 OECD, "Guidelines on the Protection of Privacy and Transborder Flows of Personal Data.", 39. 
104 Ibid., 39. 
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International cooperation 
The Convention art 16 and art 17 addresses the issue of cooperation and 

mutual assistance between the data protection authorities in areas of 
investigations, joint actions and to provide to each other information and 
documentation on their law and administrative practices relating to data 
protection. The information exchanged between the data protection authority will 
include personal data only where such data are essential for co-operation or where 
the data subject has given the specific, free and informed consent. The data 
protection authorities of the member countries are encouraged to form a network 
in order to organize their cooperation and to perform their duties as specified by 
the Convention. 

 
Enforcement 
In art 23, the Convention Committee plays a crucial role in interpreting the 

Convention, encouraging the exchange of information between member countries 
and developing data protection standards. It also has assessment and monitoring 
powers, and can provide an opinion on the level of data protection of a given 
country before accession to the Convention. The committee is also able to assess 
the compliance of the domestic law of member countries concerned and 
determine the effectiveness of the measures taken (existence of a data protection 
authority, responsibilities, existence of effective legal remedies). It is also able to 
assess whether the domestic regulation of a given country on the cross-border 
data transfers provides sufficient guarantee of an appropriate level of data 
protection. It can also facilitate friendly settlement of disputes arising between 
member states. 
 
3.3 Ibero-American Data Protection Standards 
 

3.3.1 Introduction 
In 2007, the 5th Ibero-American Data Protection Meeting adopted 

guidelines to develop a harmonized framework for national regulatory authorities 
on personal data.105 At the Ibero-American Summit held on 26-28 October 2016 
in Colombia, there was a commitment to explore an effective cooperation in areas 
of data privacy regulation. The Ibero-American Data Protection Network (IDPN) 
in 2017 was established to cooperate on cross-border data privacy matter within 
the region that contributes to the issuance of regulatory initiatives for the 
protection of personal data in the Ibero-American region, which encompasses 

 
105 RIPD, Standards for Personal Data: Protection for Ibero-American States (2017), 
http://www.redipd.org/noticias_todas/2017/novedades/common/Estandares_eng_Con_logo_RIPD.pdf., 4. 



 43 

those countries that do not have these regulations yet as it can assist those 
countries in enacting the regulations.106 

The Ibero-American Data Protection Standards were launched in 2017 
aiming at balancing the right to personal data protection with the growing use of 
information and knowledge technologies in all the tasks of everyday life. The 
Standards propose a series of flexible rules to facilitate their adoption among the 
Ibero-American member countries, without in any way contravening their 
domestic law, in such a way that the standards reflect a living and viable reality 
in the Ibero-American region. The Standards guarantee an adequate level of 
protection of personal data in the Ibero-American region, with the aim of 
establishing no barriers to their free transfers of data within the Ibero-American 
member countries and, consequently, favoring commercial activities between the 
region, as well as with other economic regions.107 

The basic principles of the Standards are to set common principles and 
rights for the protection of personal data to be adopted by the 23 Ibero-American 
member countries and develop homogenous rules in the region to provide 
guarantee on the protection of personal data. The Standards aim to facilitate the 
flow of personal data between Ibero-American member countries and beyond in 
order to contribute to the economic and social growth of the region, and also to 
foster international cooperation among data protection authorities in the region 
and also with data protection authorities outside the region.108 

The Standards cover both personal data treatment of private and public 
bodies in the course of their activities and functions on both online and offline 
processing. The extraterritorial scope is also applied when organizations 
established outside the region carry activities related to the offer of goods or 
services aimed at residents of the Ibero-American member countries, or to the 
control of their behavior, to the extent in which it happens within the region. 

General exceptions apply when the activity is to safeguard national 
security, public security, public health protection, the protection of rights and 
freedoms of third parties, as well as due to public interest matters, which are 
expressly acknowledged in the law. Any law which purpose is to limit the right 
to the protection of personal data but must be applied on the necessity basis, and 
must be appropriate and proportionate ones in a democratic society, and must 
respect holders’ fundamental rights and freedoms.109  
 

 
106 Ibid., 3. 
107 Ibid., 5. 
108 Ibid., 4. 
109 Ibid., 16. 
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3.3.2 Scope 
Cross-border transfers of personal data  
The Chapter V of the Standards provides general rules for cross-border 

transfer of personal data as prescribed in art 36.1 that the cross-border transfers 
may occur under any of the following circumstances: 

- The transferring country acknowledges that the receiving country has 
appropriate level of personal data protection in accordance with the laws of the 
transferring country; 

- The recipient country offers sufficient guarantees on the personal data 
treatment that proves to be compliant with conditions established under laws of 
the transferring country; 

- Parties sign contractual clauses that offer sufficient protection guarantees 
and the data protection authority may validate such contractual clauses; 

- Parties adopt self-regulation scheme (e.g. corporate biding rules) or 
approved certification mechanism consistent with the national legislation of a 
member country; 

- The data protection authority of a member country authorizes the transfer. 
The restrictions to transfers are established in art 36.2 where national law 

of a member country may expressly limits to international transfers of categories 
of personal data, for reasons of national security, public security, public health 
protection, the protection of rights and freedoms of third parties, as well as due 
to public interest matters. 

 
International cooperation 
The Standards in art 45 allow member countries to adopt measures to 

facilitate international cooperation, international assistance between data 
protection authorities through submission of claims, assistance in investigations, 
information exchange, and best practices and experiences exchanges 

In 2009, the International Conference of Data Protection and Privacy 
Authorities in Madrid in 2009 adopted the Madrid Standards of personal data 
protection solutions that provide standards for data protection authorities from 
around the world to adopt regardless of differences between existing models of 
data protection and privacy.110 

 

 
110 Ibid., 4. 
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3.4 Comprehensive and Progressive Agreement for Trans-Pacific 
Partnership (CPTPP) 
 

3.4.1 Introduction 
The CPTPP is an international trade agreement between Australia, Brunei, 

Canada, Chile, Japan, Malaysia, Mexico, New Zealand, Peru, Singapore and 
Vietnam. The negotiated agreement texts are based on the previously negotiated 
Trans-Pacific Partnership Agreement (TPP). The CPTPP’s electronic commerce 
chapter (based on the TPP’s electronic commerce chapter) will set rules on the 
region including free flow of electronic data, access to software soft code, rules 
applicable to domain name, privacy and dispute resolution.111 

The CPTPP establishes a cooperation scheme for members to work 
together in exchanging information and share experiences on regulation, 
enforcement and compliance regarding personal information protection, online 
consumer protection, unsolicited commercial electronic messages, security in 
electronic communications, authentication, e-government, and also encourage 
setting up methods of self-regulation including codes of conduct, model 
contracts, guidelines and enforcement mechanism.112 However, this cooperation 
scheme only impose a soft obligation or recommended measures to members.  

CPTPP parties have enhanced possibilities for cooperation and policy 
coordination between themselves to ensure safe and secure cross-border data 
transfers, through transparent and coherent laws that balance digital trade 
liberalization with other objectives including data privacy.63 After the CPTPP 
enters into force, there will be possible to assess an impact of the cross-border 
data transfers between member countries.113 

 
3.4.2 Scope 
Personal data protection  
The CPTPP only applies to cross-border data transfers on electronic 

commerce. It aims to foster growth and opportunities in electronic commerce that 
promote consumer confidence and avoid unnecessary barriers on the use of 
electronic commerce. The main provisions on electronic commerce impose the 
following obligations to member countries: 

- No imposition of custom duties on electronic transmissions (art 14.3) 

 
111 Panday, The Post-TPP Future of Digital Trade in Asia. 
112 Art 14.15 of the CPTPP. 
113 Mitchell and Hepburn, "Don't Fence Me In: Reforming Trade and Investment Law to Better Facilitate Cross-
Border Data Transfer.", 196. 
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- Non-discriminatory treatment of digital products shall be granted to 
another member country (art 14.4) 

-  Legal validity of electronic authentication and electronic signature shall 
be ensured (art 14.6) 

- Member countries shall maintain consumer protection laws to address the 
harms and potential harms in online commercial activities (art 14.7) 

- Member countries shall adopt or maintain a legal framework that protects 
personal data of the users of electronic commerce (art 14.8.2). 

 
Cross-border data transfers 
Subject to each member country’s domestic regulatory requirements, The 

CPTPP art 14.11 (1) and (2) allows cross-border data transfers by electronic 
means when this activity is for the conduct of the business. However, in art 14.11 
(3), cross-border data transfers can be restricted by member countries’ measures 
to meet a legitimate public policy objective but such restrictions must not be 
applied with an arbitrary or unjustifiable discrimination or a disguised restrictions 
on trade, and such restrictions shall not be greater than are required to achieve the 
objective. 

 
Data localization 
Recognizing each member country’s domestic requirements to ensure 

security and confidentiality of communications, member countries shall have an 
obligation not require another member country’s business to locate computing 
facilities in that member’s territory as a condition for conducting business in that 
territory (art 14.13.1 and 14.13.2). However, a member country may deviate from 
such obligation in order to meet a legitimate public policy objective but such 
deviation must not be applied with an arbitrary or unjustifiable discrimination or 
a disguised restrictions on trade, and such deviation shall not be greater than are 
required to achieve the objective (art 14.13.3). 

 
International cooperation –promoting interoperability within member 

countries 
Realizing different legal approaches of a member country, it is important 

to promote interoperability so that cross-border data transfers requirements can 
be applied in the same manner across different frameworks. The CPTPP 
encourages member countries to maintain mechanisms such as recognition of 
regulatory outcomes by mutual arrangements or through international 
frameworks. Parties shall attempt to exchange information and explore ways 
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extend suitable arrangements to promote compatibility between parties (art. 
14.8.5). 

 
Enforcement 
The CPTPP includes a dispute settlement mechanism (chapter 28) that 

provides an effective, efficient and transparent process for consultations and 
dispute resolution. Member countries are required to make every attempt through 
an amicable mean of resolving an issue by cooperation and consultations to arrive 
at a mutually satisfactory resolution of any matter that might affect its operation 
or application. Failing the attempt to resolve the dispute amicably, a panel will be 
established to resolve the dispute and the decision from the panel will have a 
binding force on a non-compliant member country. However, it should be noted 
that Malaysia and Vietnam have made a reservation to exempt a dispute regarding 
cross-border data transfers from the dispute settlement mechanism under chapter 
28. 
 
3.5 The Regional Comprehensive Economic Partnership (RCEP) 
 

3.5.1 Introduction 
The RCEP is a pan-regional trade agreement covering member countries 

in Asia and South Pacific. Sixteen member countries take part in negotiating the 
RECP (Australia, Brunei Darussalam, Cambodia, China, India, Indonesia, Japan, 
the Republic of Korea, Lao PDR, Malaysia, Myanmar, New Zealand, the 
Philippines, Singapore, Thailand and Vietnam). However, India recently 
announced the decision to withdraw from the RCEP negotiation in November 
2019. 114  At the 3rd Regional Comprehensive Economic Partnership (RCEP) 
Summit in Bangkok on 4 November 2019, leaders of member countries agreed 
on the importance of RCEP as a signal of the region’s collective commitment to 
open trade and investment. Fifteen of the 16 RCEP member countries announced 
conclusion of all 20 chapters115  of the RCEP Agreement, and essentially all 

 
114 Geeta Mohan, "India decides to not join RCEP agreement, Modi says deal does not address our concerns," 
India Today 2019, https://www.indiatoday.in/india/story/akhilesh-mayawati-condemn-violence-inside-jnu-
campus-1634368-2020-01-06. 
115 Chapters on: 1) Initial Provisions and General Definitions; 2) Trade in Goods; 3) Rules of Origin, including 
Annex on Product Specific Rules; 4) Customs Procedures and Trade Facilitation; 5) Sanitary and Phytosanitary 
Measures; 6) Standards, Technical Regulations and Conformity Assessment Procedures; 7) Trade Remedies; 8) 
Trade in Services, including Annexes on Financial Services, Telecommunication Services, and Professional 
Services; 9) Movement of Natural Persons; 10) Investment; 11) Intellectual Property; 12) Electronic Commerce; 
13) Competition; 14) Small and Medium Enterprises; 15) Economic and Technical Cooperation; 16) Government 
Procurement; 17) General Provisions and Exceptions; 18) Institutional Provisions; 19) Dispute Settlement; and 
20) Final Provisions. 
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market access commitments on goods, services and investment.116 The text of the 
agreement still remains secretive as market access commitments and texts of the 
agreements are being reviewed by member countries, which is expected to 
commence for signing in 2020.  

In terms of digital trade, the RCEP covers issues that are critical to the 
digital economy such as custom duties on electronic products, supply of cross-
border services, paperless trading, telecommunications, intellectual property, 
source code disclosure, privacy and cross-border data transfers. The cross-border 
data transfers provisions are expected to help organizations to be able to transfer 
data across borders as part of their activities and limit the scope for governments 
to impose restrictions, including requirements to localize data.117 There will also 
be rules promoting the digitization of trade documentation and the use of 
electronic signatures and electronic authentication to facilitate cross-border trade. 

 
3.5.2 Scope 
Even though the texts of agreement are not finalized, one of the Asian trade 

watchdogs, the Asian Trade Centre, consistently urges RCEP leaders to adopt 
digital trade provisions similar to those in the revised North American Free Trade 
Agreement with Canada, Mexico, and the United states.118 It is vital for Asian 
governments to provide opportunities for organizations, in particular SMEs, to be 
able to reap benefits from unrestricted cross-border trade in digital services, 
which will reduce costs associated with movement of information.119 

The Asian Trade Centre (ATC) proposes the following principles for the 
RCEP digital trade provisions: 

 
Cross-border transfers of personal data 
The ATC proposes “no Party shall prohibit or restrict the cross-border 

transfer of information, including personal information, by electronic means.”  
It is essential for modern organizations to have undisrupted digital flows 

of information, video, communication, transactions, and intracompany traffic. 
Cross-border data flows have grown 45 times since 2005 and have become a key 

 
116 Department of Foreign Affairs and Trade, Australian Government. (2019). Regional Comprehensive 
Economic Partnership. https://dfat.gov.au/trade/agreements/negotiations/rcep/Pages/regional-comprehensive-
economic-partnership.aspx 
117 Department of Foreign Affairs and Trade, Australian Government. (2019). Regional Comprehensive 
Economic Partnership. https://dfat.gov.au/trade/agreements/negotiations/rcep/Pages/regional-comprehensive-
economic-partnership.aspx 
118 ATC, Crafting Trade Rules for a Digital Age in RCEP, Asian Trade Centre (2018), 
https://static1.squarespace.com/static/5393d501e4b0643446abd228/t/5bcd233c8165f55241feadc7/15401705594
64/Policy+Brief+18-07+IP+and+EC+Oct+2018.pdf. 
119 Ibid. 
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element for small and large businesses to reach new customers within their 
territories and abroad.120 

 
Data localization 
The ATC proposes “no Party shall require a covered person to use or locate 

computing facilities in that Party’s territory as a condition for conducting 
business.” 

This provision prohibits governments to force organizations to manage, 
store, or process data locally. Data localization has a large cost impact on 
businesses and consumers, because the extra costs of localized facilities will be 
imposed on organizations. Data localization can also jeopardize the security of 
data users because organizations are prohibited from splitting up data and store 
in different locations to minimize the risk.121  

 
Intermediary liability 
The ATC proposes “no Party shall adopt or maintain measures that treat a 

supplier or user of an interactive computer service as an information content 
provider.” 

This provision will provide assurance to organizations that host content 
and communications with users that the organizations will not become 
automatically liable for that content. In other words, there are many companies 
that host customer reviews to build trust with the customers, and without a 
provision that limits their liability, they are at risk of being prosecuted even 
though they do not have direct editorial duty on that content.122 

 
Copyright system 
The ATC proposes “each Party shall ensure that legal remedies are 

available for right holders to address copyright infringement and shall establish 
safe harbors for Internet Service Providers.” 

The provision protects Intellectual Property (IP) rightsholders by requiring 
member countries to have systems to require companies such as internet 
platforms to remove copyright- infringing content once they are informed about 
such infringement. This requirement is to be balanced by requiring a safe harbor 
for legitimate service providers not to face liability if they are not aware that the 
content is infringing. By having a balanced rule, it will encourage a strong IP 

 
120 Ibid. 
121 Ibid. 
122 Ibid. 
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protection while allowing organizations to develop technological advancement 
and innovation.123 

 
Data privacy 
The ATC proposes “each Party shall adopt a legal framework that provides 

for the protection of the personal information of the users of digital trade, taking 
into account principles and guidelines of relevant international bodies, such as 
the APEC Privacy Framework.” 

This provision protects data privacy of users while encouraging member 
countries to adopt mechanisms to promote compatibility between different 
privacy regimes, providing users and organizations confidence that their data 
privacy will be protected at the level of existing standards.124 

 
Regulating online services 
The ATC proposes “a Party should not impose on suppliers of value- added 

services requirements applicable to suppliers of public telecommunications 
services without due consideration of the public policy objectives and the 
technical feasibility of the requirements.” 

This provision encourages member countries to embrace new business 
models and new opportunities brought about by new services such as Over-the-
Top (OTT). The benefits will be averted if member countries subject OTT 
providers under the same rules applied to public utilities (such as 
telecommunications providers who typically use limited public resources and 
bandwidth). It is important to keep up with the changing environment of 
businesses and that the regulatory justification for the traditional 
telecommunications services no longer apply to the new online services. This 
provision helps prevent unnecessary regulatory burden that may impede the 
growth of new online businesses.125 

 
Promoting open government data 
The ATC proposes “a Party shall endeavor to ensure that government 

information, including data, is in a machine-readable and open format and can be 
searched, retrieved, used, reused, and redistributed.” 

This provision provides organizations with tools to build services and 
platforms based on publicly available data such as useful statistic information, 

 
123 Ibid. 
124 Ibid. 
125 Ibid. 
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government data, machine translation and image recognition systems. 
Governments can assist local organizations by releasing these data and statistics 
to boost innovation and international trade.126 

 
No customs duties on electronic transmissions 
The ATC proposes “no Party shall impose customs duties fees, or other 

charges on or in connection with the importation or exportation of digital products 
transmitted electronically.” 

This provision reflects a broad agreement in the WTO not to impose 
customs duties and other discriminatory measures on products delivered by 
digital means.127 

 
International cooperation 
The RCEP is expected to have economic and technical cooperation aiming 

at narrowing development gaps among the member countries and maximizing 
mutual benefits from the implementation of the RCEP agreement. The economic 
and technical cooperation provisions in the RCEP will build upon existing 
economic cooperation arrangements between ASEAN and ASEAN’s FTA 
partners participating in the RCEP. Cooperation activities should include 
electronic commerce and other areas that would be mutually agreed upon by the 
RCEP member countries.128 

 
Enforcement 
The RCEP will include a dispute settlement mechanism that would provide 

an effective, efficient and transparent process for consultations and dispute 
resolution.129 
 
3.4 Conclusion 

EU’s GDPR 
The GDPR is generally viewed as the most progressive personal data 

protection framework that applies to any organization that collects, controls, 
processes or uses personal data of any EU citizens. Viewing personal data 

 
126 Ibid. 
127 Ibid. 
128 ASEAN, Guiding Principles and Objectives for Negotiating the Regional Comprehensive Economic 
Partnership (2012), https://asean.org/wp-content/uploads/2012/05/RCEP-Guiding-Principles-public-copy.pdf. 
129 Ibid. 
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protection as fundamental rights of its citizens, cross-border transfers of personal 
data to a third country are only allowed under these conditions: 

- The Commission has a finding that a third country has adequate data 
protection (adequacy decision) 

- A third country has provided appropriate safeguards such as a legally-
bonding agreements between public bodies, the approved binding corporate rules 
(BCRs), standard data protection clauses, an approved code of conduct between 
organizations, an approved certification mechanism, contractual clauses. 

- Specific situations arise such as an explicit consent is given by the data 
subject, the transfer is necessary for the performance of a contract, or necessary 
for public interest, or vital interest of the data subject. 

In terms of international cooperation, the GDPR emphasizes on the internal 
cooperation among member countries. The Commission and the data protection 
authority are given power to develop international cooperation mechanism 
including facilitation of effective enforcement of legislation, proving mutual 
assistance in the enforcement of legislation, investigative assistance and 
information exchange, engaging relevant stakeholders for developing 
cooperation in the enforcement of legislation, and promote the exchange of best 
practices. 

In enforcement, the Commission, the data protection authority, and the 
European Data Protection Board (EDPB) have direct involvement on the process 
and outcomes of cross-border transfers of personal data to a third country. They 
have powers to monitor, assess and rendering decision regarding a cross-border 
transfer of personal data to the third country. In a case of an adequacy decision, 
for example, the Commission has powers to determine a particular third country 
that passes the adequacy decision, and also power to overturn such decision if the 
third country no longer ensures an adequate level of protection. The EDPB and 
the data protection authority have functions to approve and authorize the BCRs. 
 

The Convention 108 
The Convention 108 fosters the free transfers of personal data within the 

member countries. However, for the cross-border transfers of personal data to a 
third party (non-party), the Convention only allows the transfer when the 
recipient country secures an appropriate level of personal data protection, or when 
the recipient country secure standardized safeguards such as legally-biding and 
enforceable instruments (e.g. contractual clauses and BCRs). In addition, a 
transfer to a third country can take place when there are specific situations such 
as when the data subject gives specific consent, or the transfer is for the interests 
of the data subject, or for legitimate interests of the organization, or it is a 
necessary and proportionate measure for freedom of expression. 
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In terms of international cooperation, the Convention does not impose any 
emphasize of interoperability with other international or regional frameworks. It 
focuses on mutual assistance between the data protection authorities in areas of 
investigations and joint actions and to provide to each other information. The data 
protection authorities of the member countries are encouraged to form a network 
in order to organize their cooperation and to perform  

With respect to enforcement, the Convention Committee plays a crucial 
role in interpreting the Convention, encouraging the exchange of information 
between member countries and developing data protection standards. It also has 
assessment and monitoring powers, and can provide an opinion on the level of 
data protection. It is also able to assess whether the domestic regulation of a given 
country on the cross-border data transfers provides sufficient guarantee of an 
appropriate level of data protection. It can also facilitate friendly settlement of 
disputes arising between member states. 

 
The Ibero-American Standards 
The Standards set common principles for the protection of personal data to 

be adopted by the 23 Ibero-American member countries and develop 
homogenous rules in the region to provide guarantee on the protection of personal 
data. In a cross-border transfer of personal data provision, transfers to a third 
country can occur when the receiving country is acknowledged to have 
appropriate level of personal data protection, the guarantees are offered to the 
provide adequate treatment of data in the third country, there are contractual 
clauses that offer sufficient protection guarantees, there are binding corporate 
scheme or a certification mechanism consistent with national legislation of a 
member country, or when the data protection authority of a member country 
authorizes such transfers. 

In terms of international cooperation, member countries are encouraged to 
adopt measures to facilitate international cooperation, international assistance 
between data protection authorities through submission of claims, assistance in 
investigations, information exchange, and best practices and experiences 
exchanges. 

 
The CPTPP and the RCEP 
The CPTPP allows cross-border transfer of data by electronic means when 

this activity is for the conduct of the business, but restrictions are allowed by 
member countries’ measures to meet a legitimate public policy objective but such 
restrictions must not be applied with an arbitrary or unjustifiable discrimination 
or a disguised restrictions on trade, and such restrictions shall not be greater than 
are required to achieve the objective. In terms of cooperation, the CPTPP 
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encourages member countries to maintain mechanisms such as recognition of 
regulatory outcomes by mutual arrangements or through international 
frameworks. Parties shall attempt to exchange information and explore ways 
extend suitable arrangements to promote compatibility between parties. As for 
the enforcement, the CPTPP has an in-built dispute settlement mechanism that 
comprises of informal and formal mechanism (establishment of a panel). The 
decision of a panel is binding upon conflicting parties (e.g. making inconsistent 
measures to comply with the obligation). 

The text of the RCEP agreement is still secretive as the negotiation still 
continues, but the obligation to allow free movement of cross-border data 
transfers between member countries are expected to be featured in the electronic 
or digital trade chapter. International cooperation activities are expected to 
include electronic commerce and other areas that would be mutually agreed upon 
by the RCEP member countries. In terms of enforcement, a dispute settlement 
mechanism similar to the CPTPP is expected to be set up for resolving disputes 
between member countries. 

Table 2: Summary of cross-border data transfer provisions in regional 
frameworks and international trade agreements 

Topics 
Regional Frameworks International Trade Agreements 

EU GDPR Convention 108 Ibero-American CPTPP RCEP* 

No. of country 
members 

28 55 23 12 16  

Legal force Binding  Binding Non-binding Binding  Binding  

Scope of data 
transfers 

Personal data Personal data Personal data Data for conduct of 
business 

Pending 
negotiation 

Transfers to a 
non-party 

Yes Yes  Yes  No 

Grounds for 
cross-border 
data transfer 
restrictions 

Recipient does not have: 
- adequacy decision 
- Appropriate safeguards 
(contractual clauses, 
BCR, certification)  

Recipient does not have: 
- Appropriate protection 
- Appropriate safeguards 
(contractual clauses, 
BCR)  

Recipient does not have: 
- Appropriate protection 
- Appropriate safeguards 
(contractual clauses, BCR, 
certification)  

Meeting legitimate public 
policy objectives 

Oversight body EU Commission Convention Committee None  CPTPP Commission 

Role of oversight 
body 

Decision and 
recommendation on 
transfer (direct 
involvement) 

Evaluate equivalency 
and safeguards of data 
privacy 

None  Monitoring 
implementation 

Cooperation Mutual assistance and 
facilitate enforcement 
among members 

Information exchange, 
mutual assistance in 
investigation 

Investigative assistance, 
information exchange 

Information exchange, 
mutual recognition of 
member's regulatory 
outcomes 

Enforcement Power to make decision 
on transfer matter 

Facilitate amicable 
dispute resolution 

none Litigation (state v. state) 

*RCEP text is not yet finalized.  
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Chapter 4 ASEAN Frameworks 
 
4.1 ASEAN Framework on Personal Data Protection 
 

4.1.1 Introduction 
The Framework was adopted in 2016 to be used as guidelines for the 

ASEAN member countries to abide their laws to the principle guidelines of the 
Framework, or to provide guidelines for member countries which are developing 
data protection law. The Framework aims to foster closer understanding of 
personal data protection issue among member countries as well as information 
sharing, exchange of good practices, joint activities and cooperation in ASEAN 
in accordance with the domestic laws, policies and regulations of ASEAN 
member countries, and to propel ASEAN towards a digitally-enabled economy 
that is secure, sustainable and transformative. The Framework imposes a 
voluntary-based obligation. will not be deemed to constitute or create any legally 
binding or enforceable obligations.  

4.1.2 Scope 
Personal data protection principles 
The Framework provides a set of personal data protection principles in 

paragraph 6 which aims at ASEAN member countries to adopt into their laws or 
future legislation. The personal data protection principles include: 

- Principles on consent, notification and purpose: where an organization is 
encouraged to provide transparency in collection, use or disclose of personal data 
about an individual, especially on duty to notify individuals of the purposes of 
the collection, use or disclosure of his/her personal data. In addition, an 
organization should collect, use or disclose personal data about an individual only 
for purposes that a reasonable person would consider appropriate in the 
circumstances. 

- Accuracy of personal data: an organization should ensure that the 
processing of personal data is accurate and complete to the extent necessary for 
the purposes for which the personal data is to be used or disclosed. 

- Security safeguards: this requires a data controller to have an appropriate 
measure to protect personal data against loss and unauthorized access, collection, 
use, disclosure, copying, modification, destruction or similar risks. 

- Access and correction: an organization should, upon an individual 
request, to provide an individual access to their personal data which is in the 
possession or under the control of the organization within a reasonable period of 
time, and to correct an error or omission in their personal data, unless domestic 
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laws and regulations require or authorize the organization not to provide access 
or correct the personal data in the particular circumstances. 

- Retention of data: this principle encourages an organization to refrain 
from retaining documents containing personal data, or remove the means by 
which the personal data can be associated with particular individuals as soon as 
it is reasonable to assume that the retention is no longer necessary for legal or 
business purposes. 

- Accountability: an organization should be accountable for complying 
with measures which give effect to the principles, and on request, provide clear 
and easily accessible information about its data protection policies and practices 
with respect to personal data in its possession or under its control. An 
organization should also make available information on how to contact the 
organization about its data protection policies and practices. 

 
Cross-border transfers of personal data 
The cross-border personal data transfer is only described in a broad concept 

and no detailed explanation is given. The Framework in paragraph 6 (f) only 
allows cross-border transfers of personal data to another member country or a 
third country when a party can obtain the consent of the individual for the 
overseas transfer or reasonable steps have been taken to ensure that the receiving 
organization give protection to the personal data consistently with the 
Framework’s principles. It is apparent that criteria for cross-border transfers of 
personal data is rather vague compared to other frameworks such as the GDPR, 
APCE CBPR, OECD or Ibero-American standards. 

 
International cooperation 
The Framework offers mechanisms for internal cooperation but does not 

indicate rooms for interoperability with other international or regional 
frameworks. Paragraph 8 of the Framework encourages member countries to 
undertake joint activities to strengthen cooperation and collaboration in the area 
of personal data protection which could include information sharing and 
exchange, workshop, seminar or other capacity building activity, and joint 
research in areas of mutual interest. 

 
Enforcement 
The Framework does not provide any oversight body. Since there are 

differences of development levels among ASEAN member countries, the 
“ASEAN Way” implementation model takes effect in paragraph 7 of the 
Framework in allowing member countries to delay the application of this 
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Framework until such time that it is ready to implement it by informing the other 
Participants in writing. The only dispute resolution available is consultations and 
negotiations without any reference to any third party or international tribunal. 
 
4.2 ASEAN Framework on Digital Data Governance 
 

4.2.1 Introduction 
ASEAN Framework on Digital Data Governance is an initiative that 

intends to enhance data management, facilitate harmonisation of data regulations 
among ASEAN Member countries. The Framework was adopted by ASEAN 
Telecommunications and Information Technology Ministers Meeting 
(TELMIN). 

The Framework sets out the strategic priorities, principles and initiatives 
to guide ASEAN member countries in their policy and regulatory approaches 
towards digital data governance (which include both personal and non-personal 
data) in the digital economy. The Framework is non-binding, and does not create 
rights or obligations under domestic or international law for the ASEAN member 
countries.130 
 
Diagram 1: Summary of the ASEAN Framework in Digital Data Governance 

 
Source: ASEAN (2019). 

 
130 ASEAN, "ASEAN Framework on Digital Data Governance," (2018). https://asean.org/storage/2012/05/6B-
ASEAN-Framework-on-Digital-Data-Governance_Endorsed.pdf., 8. 
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The Framework emphasizes on a set of principles on digital data 
governance as follows: 

- Principles on the data life cycle and ecosystem highlight the importance 
of data governance at every stage of the data life cycle and how that can contribute 
to the overall integrity and usability of data. The data life cycle follows the 
various stages of data management from the point when the data is generated or 
collected for specific functions or purposes, to the data being used (e.g. processed 
and analyzed), including when the data is in transit or at rest and through to the 
final point where the data is eventually deleted. The data integrity and 
trustworthiness principles recognize that access to accurate and reliable data is 
critical, especially when the data is used to analyze and support business decisions 
such as development, service delivery or market expansion, tracking of document 
and as well as ensuring data accuracy.131 

- Principle on data use and access control promotes accountability in data 
processing, which is a key component in data governance - processing data only 
for purposes that are reasonable and appropriate; and which are not contrary to 
laws or national policies; assigning different access controls and levels of 
authorizations to personnel for access to different types or classifications of data; 
and ensuring that access to data should be adequate, relevant, and transparent.132 

- Principle on data security highlights the need to safeguard data, and any 
storage centers the data sits within, as well as the systems and platforms that 
handle the data. This would include: taking appropriate measures, including 
technical, procedural and physical measures, to ensure that they protect the 
confidentiality, integrity and availability of any data in their possession, or 
control against risks such as loss or unauthorized access, use, modification, 
disclosure, or destruction; and addressing data breaches promptly and effectively, 
by containing the breach and implementing mitigating measures to rectify the 
breach and where relevant, in accordance with national policies on data breach 
notifications.133 
 

4.2.2 Scope 
ASEAN desires to create a harmonized legal and regulatory digital data 

environment within ASEAN because harmonization plays a vital role in 
generating business confidence and stimulating economic growth. While there 
are a few key pieces of legislation that form the foundation of digital economies, 
a particular area of focus is on the development and harmonization of personal 
data protection regulations, building on the ASEAN Framework on Personal Data 

 
131 Ibid., 2. 
132 Ibid. 
133 Ibid. 
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Protection. ASEAN member countries are encouraged to work towards 
establishing personal data protection regulations in their respective countries. 

In the absence of country-specific personal data protection regulation, any 
policies established sectorally may refer to the Principles set out in the ASEAN 
Framework on Personal Data Protection, including consent, notification and 
purpose, accuracy of personal data, security safeguards, sccess and correction, 
transfers to another country or territory, retention and accountability. Although 
relevant ASEAN Frameworks are non-binding, ASEAN member countries are 
encouraged to promote adherence with these principles to encourage domestic 
adoption of measures that give effects to the principles in the Frameworks.134 

The Framework identifies four strategic priorities of digital data 
governance that support the ASEAN digital economy: ASEAN Data 
Classification Framework, ASEAN Cross Border Data Flow Mechanism, 
ASEAN Digital Innovation Forum, and ASEAN Data Protection and Privacy 
Forum. 

 
ASEAN Data Classification Framework 
Data governance principles on data life cycle and ecosystem may differ 

depending on, among other things, the types of data. The level of protection 
required and accorded under the Principles may apply the same approach and 
considerations. For example, certain types of data (e.g. sensitive personal data) 
require higher levels of protection, such as by having stricter access controls or 
more stringent handling and disclosure requirements compared to data that is 
publicly available. To afford data the necessary and adequate level of protection, 
it will be useful to have a common data classification framework, which sets out 
broad categories of data, descriptions of what each category entails and 
development of security requirements for each data classification level.135 

 
ASEAN Cross Border Data Flow Mechanism 
Increased data flows promote innovation and collaboration. However, for 

these benefits to materialize, businesses need regulatory certainty on who they 
may share data with, the types of data that may be shared, and how they may 
share such data. A cross border data flow mechanism within ASEAN is expected 
to facilitate such data flows between participating ASEAN member countries. 

While specifics of the mechanism will need to be worked out, the 
mechanism will take into account the different levels of maturity and local laws 

 
134 Ibid., 8. 
135 Ibid. 
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present in the ASEAN member countries. ASEAN Member countries may then 
assess their participation in the mechanism when they are ready to do so.136 

Principle on cross border data flows is intended to guide governments, 
businesses and consumers in the region as they navigate their way through 
managing data flows in this new phase of digital transformation and integration 
accompanied by assurances that safeguards are in place to protect and secure the 
information regardless where the data goes. These safeguards should be 
harmonized to prevent the development of fragmented regulatory regimes, which 
may negatively impact data flows and increase business compliance costs. 

The Principle on cross border data flows is intended to maximize the free 
flow of data within ASEAN to foster a vibrant data ecosystem but at the same 
time ensure that the data transferred is accorded the necessary protection. This 
would include: 

- Facilitating cross-border data flows within ASEAN by developing clear 
and unambiguous requirements and/or criteria and/or circumstances in which 
data can be transferred from one ASEAN member country to another; 

- Evaluating and ensuring that the requirements on cross border data flows 
within ASEAN are proportionate to the risks associated with transferring the data, 
taking reference from the data classification framework; and 

- Building trust by ensuring an adequate level of protection is accorded to 
the transferred data. 

 
ASEAN Digital Innovation Forum 
The Forum aims to create platforms for regulators and organizations to 

keep up with technological innovation and advancement. Some companies in 
traditional sectors, small and medium enterprises, and even government agencies 
grapple with keeping abreast of the latest technological developments and 
emerging technologies. As technologies have the potential to help businesses 
streamline their operations and drive growth, productivity and innovation, there 
is significant value in knowledge sharing and transfer between technology firms, 
ASEAN member countries that have adopted such technologies, with other 
ASEAN member countries.137 

The forum will be avenues for businesses of all sizes from ASEAN to share 
the latest technological developments. The forum functions as an avenue for 
effective dissemination of information on emerging digital trends and the relevant 
regulatory issues. Such forums can also include hands-on workshops for 
participants to experiment with the latest technological solutions, and to motivate 

 
136 Ibid., 5. 
137 Ibid., para 25. 
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them to adopt new technologies. Ideally, these forums would encourage 
collaboration between technology firms and other private and public sector 
organizations, promote data-driven innovation and improve awareness on key 
issues such as cybersecurity in ASEAN.138 

 
ASEAN Data Protection and Privacy Forum 
ASEAN member countries can establish an annual ASEAN Data 

Protection and Privacy Forum to facilitate knowledge sharing and discuss the 
implementation details of the four proposed initiatives under this Framework, 
whether the ASEAN Member country has an established data protection authority 
or otherwise. (ddg p8) 

The ASEAN Data Protection Forum can facilitate the sharing of 
knowledge and operational know-how by policy makers and regulators, which 
will help ASEAN Member countries that do not have a personal data protection 
authority in setting up their respective authorities. It can also discuss, among other 
things, issues such as enforcement cooperation, considerations when dealing with 
multiple stakeholders in data protection enforcement cooperation.139 

It is important for ASEAN Member countries to identify and leverage 
emerging technologies and the latest trends, including the benefits these 
technologies can offer. Capacity building is an important part of this, and an 
economy will only be able to develop itself as a digital economy if it has access 
to well-developed infrastructure and a skilled workforce.140 

In terms of capacity development, member countries are encouraged to 
advocate capacity building and equipping stakeholders with the necessary 
resources to evolve with the new trends and technologies. This would include: 

- Undertaking regular stakeholder engagements and consultation sessions 
to assess and put in place basic and next level support structures to develop and 
sustain the digital infrastructure in the short, medium and long terms; 

- Facilitating universities and learning institutions in updating their 
curricula and pedagogic approaches in educational and vocational training to 
equip and empower the current and future workforce with relevant data and 
digital skills; 

- Encouraging organizations, especially micro, small and medium 
enterprises, to conduct regular on-the-job training for employees; and 

- Encouraging cooperation and aid on human capacity development, 
information exchanges between ASEAN Member countries, as well as with 

 
138 Ibid., 7. 
139 Ibid., 8. 
140 Ibid., 6. 
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international organizations to reduce the digital divide between ASEAN member 
countries.141 
 
4.3 The ASEAN Agreement on Electronic Commerce 
 

4.3.1 Introduction 
The Agreement aims to streamline regional trade rules governing e-

commerce to promote greater digital connectivity and lower operating barriers to 
entry for businesses. This will enhance the regional trade architecture for e-
commerce, realize the freer movement of e-commerce goods across Southeast 
Asia and support the regional expansion of companies based in ASEAN.142 The 
objectives of the Agreement are to facilitate cross-border e-commerce 
transactions, contribute to creating an environment of trust and confidence in the 
use of e-commerce, and deepen cooperation among ASEAN member countries 
to further develop and intensify the use of e-commerce to drive economic growth 
and social development in the region.143 The ASEAN member countries are in 
the process of ratifying the Agreement. The ratified ASEAN member countries 
include Myanmar and Cambodia. 

 
4.3.2 Scope 
Cross-border transfers of data 
The Agreement only applies to data transferred by electronic means for 

business purposes. The Agreement art 7.4 describes obligations for member 
countries to ensure appropriate safeguards, security and confidentiality of data, 
except any measure to pursue legitimate public policy objectives and any process 
of data that falls under an ambit of financial services and financial service 
suppliers in the scope of GATS. In a cross-border transfer provision, member 
countries are required to facilitate cross-border e-commerce by reducing barriers 
to the flow of data across borders, including personal data, subject to appropriate 
safeguards to ensure security and confidentiality of information, and when other 
legitimate public policy objectives so dictate. This cross-border transfer 
requirement shall not apply to financial services and financial service suppliers 
as defined in the Annex on Financial Services of GATS. 
 

 
141 Ibid. 
142 MTI, Factsheet, ASEAN Agreement on Electronic Commerce, Ministry of Trade and Industry Singapore (1 
March 2018), 
https://www.mti.gov.sg/MTIInsights/SiteAssets/Pages/COS%202018/Factsheets/Support%20for%20Internation
alisation%20and%20Innovation/ASEAN%20Agreement%20on%20Ecommerce%20MTI%20COS%202018%2
0Factsheet%20-%20final.pdf. 
143 Ibid. 
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Online personal data protection 
The Agreement art 7.5 ensures that member countries have measures to 

protect personal data of the users of e-commerce by adopting: 
- Measures to protect the personal information of the users of e-commerce; 

and 
- Taking into account international principles, guidelines and criteria of 

relevant international bodies. 
The Agreement art 7.6 also prohibits data localization requirement. 

However, member countries can impose requirements to ensure security and 
confidentiality of data. 

 
International cooperation and enforcement  
The Agreement art 6 only describes types of basic cooperation such as 

information exchange and programs to assist ASEAN member countries to 
enhance their domestic regulations, and cooperation of investigations among 
competent authorities. There is no hard obligation on international cooperation 
and enforcement. The dispute settlement mechanism is only for interpretation of 
the agreement and shall be referred to the ASEAN Protocol on Enhanced Dispute 
Settlement mechanism (2004). 

 
4.4 Proposed Paper on ASEAN Cross-Border Data Transfer Mechanism 
 

4.4.1 Introduction 
The proposed paper on ASEAN Cross-Border Data Transfer Mechanism 

was drafted on 5 September 2019 and discussed at the 1st ASEAN Data 
Protection and Privacy Forum (ADPPF) meeting on 19 August 2019 in Bangkok, 
and the 2nd ASEAN Data Protection and Privacy Forum (ADPPF) meeting on 3 
December 2019 in Cebu, the Philippines. As the texts of the paper are on a 
working progress, the author shall summarize the contents of the proposed paper 
as the time being, realizing that the texts are subject to future changes.  

The Mechanism stems from one of the priorities under the ASEAN 
Framework on Digital Data Governance to develop an ASEAN Cross Border 
Data Flows Mechanism. ASEAN seeks to adopt a forward-looking mechanism 
that balances consumer protection with the practical business and information-
sharing needs of the modern, 21st century digital economy. In particular, ASEAN 
recognizes the practical needs of the smallest businesses in the region, seen as the 
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backbone of every ASEAN economy and accounting for up to 97 percent of all 
enterprises and majority of jobs.144  

The Mechanism will be reviewed by ASEAN Telecommunications 
Ministers Meeting (TELMIN) to provide policy direction as appropriate on new 
work streams, and expected to be implemented by 2020.  

 
4.4.2 Scope 
Guiding values of the ASEAN Cross Border Data Flows Mechanism 
To achieve the greatest potential impact on regional economic integration, 

the ASEAN Cross Border Data Flows Mechanism will promote participation by 
all Member countries, domestic businesses of all sizes, and strive towards 
interoperability with other regional frameworks to expand its reach and scale. It   
should be guided by the following values.145 Recognising ASEAN's consensus-
driven and bottom-up approach as well as respecting the domestic legal regimes 
of the ASEAN member countries, ASEAN encourages a flexible approach for 
businesses in their data transfers. The Mechanism provides a voluntary pathway 
for the international transfer of personal data, provided that participating 
businesses undertake certain responsibilities, while ensuring accountability in the 
system. 

ASEAN has the opportunity to develop a data transfer mechanism that is 
scalable across company sizes so that small and medium businesses will find it 
easy to use and adopt. This has the potential to significantly increase uptake and 
promote inclusive economic development without imposing undue compliance 
burdens, in addition to showcasing to the rest of the world that respect for data 
protection and data security, and respect for small and medium businesses are not 
mutually exclusive goals.146 

The Mechanism will adopt an inclusive approach and to reflect high-
standard principles for data protection, reference international frameworks and 
best practices, toward a robust, harmonized approach to enhance cross border 
data flows in the region. This while recognising the different levels of legal and 
regulatory developments within ASEAN and enabling all ASEAN member 
countries to participate in the system. ASEAN Member countries are committed 
to developing an enforceable framework that will allow businesses to responsibly 
transfer and receive data between all member countries, whether organisations 
involved in the transfer of data reside in a member country with a robust data 
protection regime and/or an established data protection authority, or in an 

 
144 ASEAN, The Proposed Paper on ASEAN Cross-Border Data Flows Mechanism. Proposed at the 1st ASEAN 
Data Protection and Privacy Forum meeting on 19 August 2019 in Bangkok., 2. 
145 Ibid. 
146 Ibid. 
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ASEAN member country that has not yet developed such formalised structures 
but is committed to ensuring enforceability of the Framework.147 

The Mechanism is designed to allow for interoperability with or 
recognition by other data protection frameworks, such as with the APEC CBPR 
System. 148  It also proposes to promote transparency and accountability for 
ASEAN citizens, and encourage collaboration and respect among ASEAN 
member countries.149 

 
Dual-track Approach of the ASEAN Cross Border Data Flows Mechanism 
The Mechanism proposes a dual-track approach to cater to the different 

states of adoption readiness among member countries, as well as regulatory and 
enforcement capacity building to implement each track. The dual-track comprises 
(1) the ASEAN Certification; and (2) the ASEAN Model Contractual Clauses.150 

 
Figure 6: Illustration of the proposed dual-track approach for the ASEAN 

Cross-Border Data Flows Mechanism 
 

 
Source: ASEAN Data Protection and Privacy Forum (August 2019, Bangkok).  

The dual-track approach will allow data transfers between ASEAN 
member countries that are ready to adopt ASEAN Certification, as well as for 

 
147 Ibid., 4. 
148 Ibid. 
149 Ibid. 
150 Ibid. 
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those who are still developing their domestic regulatory structure and capacity, 
but want to allow their organisations to transfer via private, contractual means. 
This helps to encourage the uptake of the Mechanism, and at the same time, 
socialise the principles of the ASEAN Framework on Personal Data Protection 
that has principles that conform to future certification.151 

Table 3: Modes of enforcement for the ASEAN Cross-Border Data Flows 
Mechanism 

Data transfers for 
organisations in ASEAN 
member countries with: 

ASEAN Certification ASEAN Model 
Contractual Clauses 

DPA ® DPA Ö Ö 
No DPA ® DPA Ö Ö 
DPA ® No DPA - Ö 
No DPA ® No DPA - Ö 

*DPA = Data protection authority 
 

Oversight Panel Established 
The oversight Panel will be established to oversee operations of the 

Mechanism, including adhering to policies, parameters and rules of participation, 
and standards, requirements and processes, to ensure its vibrancy and 
sustainability. To do this, there must be a clear governance structure in place to 
look after the Mechanism.152 The functions of the Oversight Panel will be carried 
out in accordance with a TELMIN-endorsed Terms of Reference spelling out the 
administrative and operational roles and responsibilities, which may include153: 

- Review of applications and granting of participation rights for ASEAN 
Member countries to use the Mechanism; 

- Review of applications and approval of certification bodies; 
- Ongoing oversight on the implementation and operation of the ASEAN 

Cross Border Data Flows Mechanism.        
 
Proposed Approach for ASEAN Certification  
ASEAN member countries shall recognize the ASEAN-approved 

certification as a legitimate data transfer tool under their domestic data protection 
or relevant laws. 154  Businesses will be assessed by an ASEAN-approved 
certification body that reviews and assesses the business’ data protection policies 

 
151 Ibid., 5. 
152 Ibid. 
153 Ibid. 
154 Ibid. 
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and practices, related data security controls against ASEAN-approved 
certification standards and requirements. These standards and requirements will 
also reference international frameworks and best practices to ensure eventual 
interoperability. 155  A certification body is an entity that undertakes the 
certification review, verification, and auditing processes 

Businesses interested in the certification will first submit a formal 
application to the certification body indicating their intent. ASEAN member 
countries must consider the following requirements when nominating and 
appointing a certification body156:  

- Certification body shall have local presence, and there shall be applicable 
domestic laws to enforce against the certification body, as well as data subjects’ 
rights; 

- Certification body shall have the mandate and authority to issue 
certifications to successful applicant organisations, after a thorough review to 
ensure compliance with the ASEAN-endorsed certification requirements; 

- Certification body shall have a distinct role from the domestic 
enforcement authorities and have a clear segregation of duties and functions; 

- Certification body shall have the expertise in data privacy, data security, 
and risk management; 

- Certification body shall be either a public, or private sector entity; and 
- Certification body shall be established and/or selected with the goal of 

ensuring reasonable, equitable pricing for their services, in a manner that is 
inclusive towards MSMEs’ participation in the ASEAN Cross Border Data Flows 
Mechanism.  

 
Proposed Approach for the ASEAN Model Contractual Clauses  
Using contractual provisions enshrined in a binding legal agreement 

between the sending organisation and the receiving organisation that reflect the 
responsibilities, required data protection measures, and other obligations of both 
organisations, as well as methods of dispute resolution and enforcement. 
(proposed paper 9) ASEAN member countries recognize the use of contracts as 
a legitimate data transfer tool and businesses enter into a binding legal agreement 
that includes contractual clauses consistent with the ASEAN principles under the 
Framework on Personal Data Protection.157 

 

 
155 Ibid. 
156 Ibid. 
157 Ibid. 
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International cooperation and enforcement 
ASEAN member countries should cooperate in information sharing, 

mutual assistance to facilitate investigatory matters, such as through the provision 
of evidence and relevant information to the receiving jurisdiction, and 
coordination on joint investigations.158 

In terms of enforcement on an ASEAN Certification scheme, all matters 
relating to certification can be enforced between the parties to the data transfers 
through a relevant data protection authority or enforcement agency. (proposed 
paper 7) Enforcement in ASEAN contractual matters can be done among parties 
to the data transfer through the legal/judicial route. An aggrieved party shall 
utilize any available legal, judicial process and the parties’ legal right of action 
under existing national laws in the relevant ASEAN member country where the 
data transfer originates to the ASEAN Member country where an organisation 
receives the data. For instance, the federal or local courts located within the 
ASEAN member country.159 

 
Capacity building 
The Mechanism commits for ongoing education and capacity building 

efforts, including training, workshops, creation of toolkits and other resources. 
The ASEAN Data Protection and Privacy Forum will help identify and 
implement needed capacity building and technical assistance efforts.160 

 
Interoperability 
The Mechanism desires to be provide compatibility with international 

frameworks and best practices, including the APEC CBPRs, the EU GDPR, the 
OECD Guidelines, with the appropriate structural elements and processes in 
allowing for interoperability with other international privacy frameworks and 
data transfer mechanisms.161 

 
Participation by business and government incentives 
ASEAN member countries will endeavor to develop and enact provisions 

and incentives that provide concrete, tangible benefits for participating 
organizations. These may include potential economic incentives, legislative 
and/or regulatory approaches, and political or policy commitments, including162: 

 
158 Ibid., 11. 
159 Ibid., 9. 
160 Ibid., 11. 
161 Ibid. 
162 Ibid., 12. 
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- Economic Incentives: government grants or support for no-fee grace 
periods to offset the costs of certification for interested companies. 

- Legislative/Regulatory Approaches: legislative recognition of ASEAN 
Certification and ASEAN Model Contractual Clauses as valid bases for cross 
border transfer of data.  

- A regulatory "safe harbour" provision promulgated by the ASEAN 
member country through its data protection authority, providing that certification 
be considered a mitigating factor or taken as evidence of good faith compliance, 
in the event of a data breach incident. 

- Public procurement provisions to recognize vendors that have ASEAN 
Certification. 

 
Political approaches 
There can be an ASEAN political commitment (e.g., Leaders statement) 

that all ASEAN member countries, even as they continue to develop their own 
domestic data privacy legislation, will endeavor to recognize and include the 
ASEAN Cross Border Data Flows Mechanism as a valid method of cross-border 
data transfers. Such a commitment could provide business predictability and thus 
incentivise companies and organisations to participate, even amid the rapid pace 
of legal and regulatory changes in the ASEAN data protection landscape.163 A 
development of an ASEAN Certification seal or mark can also be an approach 
allowing certified companies to market their data privacy commitments and 
compliance with principles of the ASEAN Framework on Personal Data 
Protection. 
 
4.5 ASEAN Country-Specific Regulations 
 

4.5.1 The Philippines 
The Data Privacy Act of 2012 (Republic Act No. 10173) established the 

National Privacy Commission to monitor security breaches and issue guidelines 
concerning security policy.164 Cross-border transfer of personal information is 
allowed but the personal information controller is responsible for any occurrence 
to the personal information under its control, subject to cross-border arrangement 
and cooperation.165 However, the transfer, of sensitive personal information166 to 

 
163 Ibid. 
164 Chapter II of the Data Privacy Act of 2012 (Republic Act No. 10173). 
165 Section 21 of the Data Privacy Act of 2012 (Republic Act No. 10173). 
166 Sensitive Personal Information is defined by the Data Privacy Act of 2012 in Section 1 (i) as: 
(1) personal information about an individual’s race, ethnic origin, marital status, age, color, and religious, 
philosophical or political affiliations, an individual’s health, education, genetic or sexual life of a person, or to 
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third parties, whether domestically or internationally, is prohibited. In terms of 
enforcement, criminal and monetary penalties are imposed for failure to comply 
with the law.167 

The Act uses the principle of accountability (section 21) to make a data 
controller responsible for personal data transferred to a third party for processing, 
whether domestically or internationally, subject to cross-border arrangement and 
cooperation: 

- The data controller shall use contractual or other reasonable means to 
provide a comparable level of protection while the information are being 
processed by a third party. 

- The data controller shall designate a responsible individual who are 
accountable for the organization’s compliance with this Act.  

In other words, a data controller has the primary responsibility of securing 
the personal data under its control or custody, even when these are transferred 
across borders or jurisdictions. It shall ensure that said data are processed in 
accordance with the provisions of the Data Privacy Act. Any outsourcing, 
subcontracting, or data sharing agreement that facilitates such cross-border 
transfer shall also be subject to the requirements of the law. 

The Act in section 7 provides the National Privacy Commission with 
powers to negotiate and conclude contract with other data privacy authorities of 
other countries for cross-border application and implementation of respective 
privacy laws. 
 

4.5.2 Malaysia 
The Personal Data Protection Act 2010 (PDPA) does not permit cross-

border data transfer unless the destination country has been approved to have an 
adequate level of protection comparable to Malaysian Law by the Minister of 
Information, Culture and Communications (MIC).168 Public Consultation Paper 
No. 1/2017 on Personal Data Protection (Transfer of Personal Data To Places 
Outside Malaysia) Order 2017 proposes a "White List" which permits the transfer 
of personal data to a third country. The white list will be in effect once it is 
officially issued by the Commissioner, and comes into legal effect. The places of 

 
any proceeding for any offence committed or alleged to have been committed by such person, the disposal of 
such proceedings, or the sentence of any court in such proceedings. 
(2) personal information issued by government agencies peculiar to an individual which includes, but not 
limited to, social security numbers, previous or cm-rent health records, licenses or its denials, suspension or 
revocation, and tax returns, and specifically established by an executive order or an act of Congress to be kept 
classified. 
167 Chapter VIII of the Data Privacy Act of 2012 (Republic Act No. 10173). 
168 Section 129 (1) and (2) of the Malaysia’s Personal Data Protection Act 2010. 
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white list identified by the Commissioner under the Proposed Order are as 
follows: 

(a) European Economic Area (EEA) member countries  
(b) United Kingdom 
(c) The United States of America 
(d) Canada 
(e) Switzerland  
(f) New Zealand  
(g) Argentina  
(h) Uruguay 
(i) Andorra 
(j) Faeroe Islands  
(k) Guernsey 
(l) Israel 
(m) Isle of Man  
(n) Jersey 
(o) Australia 
(p) Japan 
(q) Korea 
(r) China 
(s) Hong Kong 
Regardless of being in the white list, cross-border data transfers can be 

permitted if the data owner gives consent to such transfer, or if the transfer is 
necessary for the performance of the contract, or if the transfer is for the purpose 
of any legal proceedings or for the purpose of obtaining legal advice or for 
establishing, exercising or defending legal rights, or if the data user has taken all 
reasonable steps and exercised all due diligence to ensure that the processing of 
personal data would not contravene with PDPA, or if the transfer is necessary to 
protect the vital interest of the data subject.169 In terms of enforcement, a violation 
of the PDPA incurs criminal liability. The prescribed penalties include fines and 
imprisonment. Directors, CEOs, managers or other similar officers will have joint 
and several liabilities for non-compliance, subject to a due diligence defense.170  
 

 
169 Section 129 (3) of the Malaysia’s Personal Data Protection Act 2010. 
170 Sections 131-133 of the Malaysia’s Personal Data Protection Act 2010. 
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4.5.3 Singapore 
The Personal Data Protection Act 2012 (No. 26 of 2012) in art 26 prohibits 

transfer of data outside Singapore unless the destination organization provides 
assurance that it will comply with Singaporean privacy standards. The law 
explains mechanisms to achieve this. The destination organization is subject to 
legal obligations (contract, data transfer agreements, corporate binding rules) that 
are comparable to the protection provided by Singaporean Law. Singapore data 
owners can consent to have their data transferred overseas.171 Cross-border data 
transfer is allowed if deemed necessary for the performance of contract between 
the organization and the individual, subject to certain conditions being met.172 

Singapore’s Personal Data Protection Commission (PDPC) issued 
guidance for organizations on cross-border transfer including model clauses for 
data transfer agreements, and also published a new guide to data sharing 
(covering intra group and third party sharing). 173  In terms of enforcement, 
Singapore’s PDPC published the Advisory Guidelines on Enforcement of Data 
Protection Provisions in April 2016. These guidelines explain details on how the 
Commission should handle complaints, reviews and investigations of breaches of 
the data protection rules under the Act, and how to reach enforcement and 
sanctions. These guidelines also establish the Commission’s enforcement 
objectives and guidance regarding mitigating and aggravating factors that the 
Commission will take into account when issuing directions and sanctions (for 
example, prompt initial response and resolution of incidents, co-operation with 
investigations, and breach notification). Decisions or reconsiderations of the 
Commission may also be appealed to a Data Protection Appeal Committee.174 
 

4.5.4 Thailand 
Thailand’s Personal Data Protection Act 2019 in section 28 requires cross-

border transfers of personal data to a third country only if the standard of personal 
data protection is adequate, subject to the rules on personal data protection 
announced by the Personal Data Commission. The issues of determining the 
adequate standards of personal data protection in a third country shall be referred 
to the Commission for determination. The decision of Commission may be 
subject to review if there is new evidence that shows the improvement of 
destination country and the international organization to meet the adequate 
standards. 

 
171 Bleich and Davis-Denny, The Latest Cross-Border Privacy Rules In Asia-Pacific. 
172 DLA, Data Protection Laws of the World: Singapore, DLA Piper (2018), 
https://www.dlapiperdataprotection.com/index.html?t=transfer&c=SG. 
173 Ibid. 
174 Ibid. 
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However, without the adequacy approval, the cross-border transfers can be 
permitted under specific situations such as a consent has been given by the data 
subject, the transfer is necessary for the performance of the contract, or if the 
transfer is necessary for the performance of task carried out in the important 
public interest. The Thai law allows possible ccooperation with other 
jurisdictions possible as section 44 (9) gives powers and duties to the Commission 
to form an agreement and cooperation with organizations or agencies inside or 
outside of the country related to the performance of tasks of the Office upon the 
approval of the Commission. 
 

4.5.5 Other ASEAN countries 
Indonesia 
A new draft Bill on the Protection of Private Personal Data is being 

discussed but has not yet been enacted. However, there is a regulation concerning 
provisions of electronic systems and transactions (Reg. 82) and Ministry of 
Communications & Informatics regarding the protection of personal data in an 
electronic system (MOCI Regulation) which require overseas transfers of 
personal data to be managed by an electronic system operator to coordinate and 
report details of transfers to MOCI and implement laws concerning the cross-
border exchange of data.175 In terms of enforcement, an authority can impose a 
fine and imprisonment for breaches of data privacy and failing to comply with 
the MOCI regulation. An authority can use a number of tools to force compliance 
such as a verbal and written warnings including a temporary dismissal of 
activities or an announcement on the website (DLA Piper: Indonesia, 2018). 
Indonesia has a separate data privacy regulation for the banking sector. Overseas 
transfers of bank customer data in Indonesia must first obtain approval from the 
Bank of Indonesia (Bank Indonesia’s Regulation No. 9/15/PBI/2007 on the 
Implementation of Risk Management in the Utilization of Information 
Technology by the Bank). 

Vietnam 
There is no single comprehensive data privacy regulation in Vietnam. 

Individuals and organizations are allowed to transfer personal information 
outside the country provided that prior consent from the data owner has been 

 
175 Article 22 (1) of the Minister of Communications & Informatics Regulation No. 20 of 2016 regarding the 
Protection of Personal Data in an Electronic System (MOCI Regulation) states that transferring Personal Data 
that is managed by an electronic system operator at government and regional government institutions including 
the public or private sector domiciled in the territory of Indonesia to parties outside the territory of Indonesia 
must: (1) coordinate with the MOCI or the official or institution being authorized for such purpose; and (2) 
implement the laws and regulations regarding the transboundary exchange of Personal Data. 
The implementation of the coordination as stipulated in Article 22 (1) of MOCI Regulation are: (1) to report the 
implementation plan of Personal Data transfer, at least containing the  clear name, designated country, recipient 
subject name, implementation date, and reason/purpose of the transfer; (2) to request for advocacy, if needed; 
and (3) to report the activities implementation result. 
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obtained.176 When transferring sensitive data such as information in the banking 
sector, the person making the transfer must encrypt the information before 
transferring and also obtain consent from the data owner.177 Cross-border transfer 
of banking data requires a written agreement specifying responsibilities of the 
parties involved, including terms and conditions, consequences of breaches and 
liability to pay compensation for loss and damages arising from such breach.178 

The Ministry of Information and Communications (MIC) has the power to 
examine, inspect, settle complaints and denunciations, and handle data privacy 
violations in relation to the telecom, Internet and information technology 
sectors.179  The Vietnam e-Commerce and Information Technology Authority 
(VECITA) under the Ministry of Industry and Trade has the power to handle data 
privacy violations in relation to the e-commerce sectors, including guiding, 
licensing, monitoring and controlling the operation of e-commerce activities in 
Vietnam.180 There is no requirement on comparable standards whereby the data 
export needs to ensure that the recipient is legally bound to handle or process data 
under comparable privacy measures or under binding contracts, except for 
transfer of banking data as mentioned above.181 
 
4.6 Conclusion 

ASEAN Framework on Personal Data Protection (PDP) 
The Framework is used as a non-binding guideline for ASEAN member 

countries to abide their laws to the Framework’s principles guidelines. It provides 
a set of personal data protection principles in paragraph 6 which aims at ASEAN 
member countries to adopt into their laws or future legislation, in particular, 
principles on consent, notification and purpose, accuracy of personal data, 
security safeguards, access and correction, retention of data, and accountability. 

 
176  Art 38 (2) of the Civil Code of Vietnam (No. 91/2015/QH13); Article 21 (1) of Law on Information 
Technology (No. 67/2006/QH11); Article 17 (1) of Law on Network Information Security (No. 86/2015/QH13) 
Art 17(1)Bleich and Davis-Denny, The Latest Cross-Border Privacy Rules In Asia-Pacific.; Art 46 (2) of Law 
on E-Transactions (No. 51/2005/QH11); Art 6 (2) ibid. of Law on Consumer Protection (No. 59/2010/QH12) 
and Art. 70 (1) of Decree No. 52/2013/ND-CP on e-commerce. 
177 Art. 16 of Decree No. 33/2002/ND-CP on detailing the implementation of the Ordinance on the protection of 
state secrets and Arts. 21 (2) and 35 (2) of Circular No 31/2015/TT-NHNN regulating safety and confidentiality 
of banking information technology systems. 
178 Art. 30 (2) of Circular No. 31/2015/TT-NHNN regulating safety and confidentiality of banking information 
technology systems (Circular 31)  
179 Art. 9 (2) (dd) of Law on Telecommunications; Art. 10 (1) of Law on Information Technology (No. 
67/2006/QH11); Art. 39 (1) Bleich and Davis-Denny, The Latest Cross-Border Privacy Rules In Asia-Pacific. 
of Decree No. 72/2013/ND-CP on management, provision and use of Internet services and online information; 
Art. 27 (2) ibid. of Law on Network Information Security (No. 86/2015/QH13). 
180 Arts. 6 (1), 77 and 78 (5) of Decree No. 52/2013/ND-CP on e-commerce. 
181 Waewpen Piemwichai, "Jurisdictional Report: Socialist Republic of Vietnam," in Regulation of Cross-border 
Transfers of Personal Data in Asia, A compendium of 14 reports by the Asian Business Law Institute, ed. Asian 
Business Law Institute (28 May 2018: 2018). 
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Cross-border transfers of personal data to another member country or a 
third country are allowed when obtaining the consent of the individual for the 
overseas transfer or reasonable steps have been taken to ensure that the receiving 
organization give protection to the personal data consistently with the 
Framework’s principles. It is apparent that criteria for cross-border transfers of 
personal data is rather vague compared to other frameworks such as the GDPR, 
APCE CBPR, OECD or Ibero-American standards. 

The Framework offers mechanisms for internal cooperation but does not 
indicate rooms for interoperability with other international or regional 
frameworks. Only standard cooperation mechanism is indicated such as 
information sharing and exchange, workshop, seminar or other capacity building 
activity and joint research in areas of mutual interest. 

In enforcement, there is no oversight body because the intention of the 
Framework is to impose only soft obligations. As there are differences of 
development levels among ASEAN member countries, the “ASEAN Way” 
implementation model takes effect in allowing member countries to delay the 
application of this Framework until such time that it is ready to implement it by 
informing the other Participants in writing. The only dispute resolution available 
is consultations and negotiations without any reference to any third party or 
international tribunal. 

 
ASEAN Framework on Digital Data Governance (DDG) 
The Framework intends to enhance data management, facilitate 

harmonisation of data regulations among ASEAN Member states, and identifies 
four strategic priorities of digital data governance that support the ASEAN digital 
economy: ASEAN Data Classification Framework, ASEAN Cross Border Data 
Flow Mechanism, ASEAN Digital Innovation Forum, and ASEAN Data 
Protection and Privacy Forum. It is non-binding and does not create rights or 
obligations under domestic or international law for the ASEAN Member States. 

The Framework encourage ASEAN member countries to develop the 
ASEAN Cross Border Data Flow Mechanism that provide clear requirements on 
data transfers from one ASEAN member country to another, and ensure 
proportionality of such transfers to the associated risks and an adequate level of 
protection. 

The ASEAN Data Protection and Privacy Forum is established to facilitate 
knowledge sharing and discuss the implementation details of proposed initiatives. 
All member country is welcome to join irrespective of having data privacy law 
or data protection authorities. The ASEAN member countries are only required 
to give updates on any initiative annually at the forum. 
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The ASEAN Agreement on Electronic Commerce  
The Agreement aims to streamline regional trade rules governing e-

commerce to promote greater digital connectivity and lower operating barriers to 
entry for businesses. The cross-border data transfers provisions are rather broad 
compared to other frameworks such as OECD and APEC CBPR. Member 
countries are required to facilitate cross-border e-commerce by reducing barriers 
to the flow of data across borders, including personal data, subject to appropriate 
safeguards to ensure security and confidentiality of information, and when other 
legitimate public policy objectives so dictate. 

Types of basic cooperation is only offered such as information exchange 
and programs to assist ASEAN member countries to enhance their domestic 
regulations, and cooperation of investigations among competent authorities. 
There is no hard obligation on international cooperation and enforcement. The 
dispute settlement mechanism is only for interpretation of the agreement and shall 
be referred to the ASEAN Protocol on Enhanced Dispute Settlement mechanism 
(2004). 

 
Proposed Paper on ASEAN Cross-Border Data Transfer Mechanism 

(CBDM) 
The proposed paper on ASEAN Cross-Border Data Transfer Mechanism 

was drafted on 5 September 2019, and is on a working progress subject to future 
changes. The proposed Mechanism stems from one of the priorities under the 
ASEAN Framework on Digital Data Governance to develop an ASEAN Cross 
Border Data Flows Mechanism. Aiming to provide inclusiveness of all ASEAN 
member countries, the Mechanism proposes a dual-track approach to cater to the 
different states of adoption readiness among member countries, as well as 
regulatory and enforcement capacity building to implement each track. The dual-
track is an ASEAN certification system and an ASEAN model contractual clauses 
that will allow data transfers between ASEAN member countries with ASEAN 
Certification, as well as for those who are still developing their domestic 
regulatory structure and capacity, but want to allow their organisations to transfer 
via private, contractual means. 

ASEAN member countries are encouraged to cooperate in information 
sharing, mutual assistance to facilitate investigatory matters, such as through the 
provision of evidence and relevant information to the receiving jurisdiction, and 
coordination on joint investigations. The Mechanism specifically desires to allow 
for interoperability with other international privacy frameworks and data transfer 
mechanisms such as APEC CBPRs, the EU GDPR, the OECD Guidelines. The 
oversight Panel will be established to oversee operations of the Mechanism 
including granting of participation rights for ASEAN Member countries to use 
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the Mechanism, review of applications and approval of certification bodies, and 
ongoing oversight on the implementation and operation. 

 
ASEAN Country-Specific Regulations 
There are four ASEAN member countries that have comprehensive data 

privacy regulations – Malaysia, the Philippines, Thailand and Singapore. In 
cross-border transfers, these countries all permit cross-border transfers of 
personal data to a third country but with different requirements. The Philippines 
Data Privacy Act of 2012 seems to be less friendly when it comes to transferring 
data outside the country as the law requires a specific transfer agreement, and in 
addition to that, a data controller must be accountable if the personal data 
transferred to another country is not processed in accordance with the provisions 
of the Philippines law.  

Thailand and Malaysia have similar approach in requiring that a 
destination country pass a determination that such country provides adequate 
level of data privacy protection, or “white list”. Malaysia now has passed the 
proposed white list Order of countries which will further be adopted by the MIC. 
However, regardless of being in the white list, Thailand and Malaysia allows 
cross-border transfers to a third country if the case fits under specific situations 
such as a consent has been given by the data subject, the transfer is necessary for 
the performance of the contract, or if the transfer is necessary for the performance 
of task carried out in the important public interest.  

Singapore has the most detailed regulation concerning cross-border 
transfers of personal data. Although the approach is very similar to Malaysia and 
Thailand, the Singapore’s data protection authority has issued guidance for 
organizations on cross-border transfer including model clauses for data transfer 
agreements, and also recently published a new guide to data sharing. Mostly, 
these countries’ regulations allow for international cooperation with foreign data 
protection authorities for information exchange and concluding agreements. 
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Table 4: cross-border data transfer provisions in ASEAN frameworks 

Topics 
ASEAN Frameworks 

PDP DDG E-Commerce Agreement CBDM (draft) 

No. of country 
members 

10 ASEAN members 10 ASEAN members Pending ratification  10 ASEAN members 

Legal force Non-binding  Non-binding Binding Non-binding  

Scope of data 
transfers 

Personal data All data Data for business purposes All data 

Transfers to a non-
party 

Yes No No No 

Grounds for cross-
border data transfer 
restrictions 

-No consent of the data 
subject 
-No data protection 
guarantee 

-No adequate level of 
protection 
-No clear transfer 
requirements 

-No appropriate safeguards 
-Meeting legitimate public 
policy 

-No ASEAN approved 
certification  
-No protection contractual 
clauses  

Oversight body None ASEAN Data Protection 
Forum 

SOEM and E-Commerce 
Committee 

Oversight panel 

Role of oversight 
body 

None Oversee activities and 
updates (light touch) 

Oversee and facilitate 
implementation (light 
touch) 

Oversee operations and 
approve certification body 

Cooperation Information exchange and 
joint research 

Information exchange 
and assistance in 
implementation 

Enforcement cooperation 
and information exchange 

Enforcement cooperation, 
information exchange, and 
rooms for interoperability 
(recognition of other 
frameworks) 

Enforcement Consultation Cooperation ASEAN Dispute settlement 
mechanism (only on 
interpretation) 

Data protection authorities for 
certification/ judicial body for 
contractual clauses 
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Chapter 5 Comparison and Recommendations for ASEAN 
 
5.1 Framework comparison  
 

5.1.1 International Frameworks 
 

The WTO 
The GATS art I provides that measures affecting trade in services of a 

member country will be covered by the GATS. However, there is uncertainty 
whether cross-border data transfers are regarded as the GATS covered service 
since international data transfers are not officially classified in the CPC nor do 
any GATS official documents provide a clarification on the matter. Restrictions 
to cross-border data transfers can be justified under the GATS general exceptions 
which refers explicitly to privacy, confidentiality, and personal data. This means 
that a member country may be able to restrict cross-border data transfer for the 
sake of data privacy as long as the measure is necessary to secure compliance 
with laws or regulations and not constituting arbitrary or unjustifiable 
discrimination between countries or acting as a disguised restriction on trade in 
services. 

As for cooperation, although the WTO maintains a solid cooperation 
mechanism such as contact points of each member country to exchange 
information and for consultations, the area for cooperation is a wide-ranging area 
of trade in services not specific to only data privacy. However, the GATS art VII: 
5 (recognition of standards) allows rooms for future arrangements in mutual 
recognition of standards relating to international transfer of data. In terms of the 
institutional oversight of the GATS, the Council for Trade in Services has the 
facilitation role including development of the rules and assisting member 
countries in future standard recognition. 

With regards to enforcement, the WTO is argued to process one of the most 
comprehensive dispute settlement systems among all the international 
organizations. However, due to lack of jurisprudence on claims regarding cross-
border data transfer, or even any claim whether international data transfer is 
considered a covered service within the GATS, it has to wait for future 
clarification or future case law on the matter.  

 
The OCED 
The 1980 OECD Guidelines foster free cross-border personal data transfers 

between member countries but allow restrictions to such transfers only when: 
- The receiving country does not substantially observe the Guidelines; 
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- The re-export of personal data is prohibited by that country’s privacy 
legislation; 

- There is an intention to protect certain categories of personal data (e.g. 
sensitive personal data) in which the receiving country does not provide an 
equivalent protection. 

In terms of implementation, member countries are encouraged to establish 
legislation or administrative procedures or regulatory body for the protection of 
privacy and individual liberties in respect of personal data. With respect to 
international cooperation, the 1980 Guidelines call for member countries to 
develop procedures to facilitate information exchange and mutual assistance in 
investigative matters. 

While the 1980 OECD Guidelines does not elaborate on how the receiving 
country should be regarded as already observing the Guidelines, the 2013 OECD 
Guidelines elaborate this by pointing out two approaches: 

The first one is that a data controller can ensure an adequate level of 
protection by measures such as putting in place technical and organizational 
security measures, concluding contracts, conducting audits, etc. However, these 
measures should be effective in providing safeguards (e.g. have effective 
enforcement, judicial oversight, international cooperation with privacy 
enforcement authorities). 

The second approach is a risk-based analysis where restrictions to cross-
border transfers of personal data can be conducted when the measures are 
proportionate to the risks presented considering the sensitivity of the data and the 
purpose of processing.  

In terms of implementation, the 2013 OECD Guidelines suggest that non-
regulatory measures can be used as an additional measure to implement data 
privacy such as self-regulation, education and public awareness. As for 
international cooperation, member countries are encouraged to cooperate on 
privacy matters and support the development of international arrangements that 
promote interoperability among data privacy frameworks. 

 
The APEC CBPR 
The APEC CBPR operates as voluntary certification scheme that allows 

companies to transfer personal data between 8 APEC member countries that 
participate in the scheme. Member countries must designate an accountability 
agent responsible for assessing and certifying a company’s compliance with 
APEC privacy standards. Only companies that are certified by the accountability 
agent can transfer personal data between themselves.  
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In terms of cooperation, the CEPA encourages information sharing and 
cooperation on privacy investigation and enforcement with data protection 
authorities outside APEC, including by ensuring this CEPA can work seamlessly 
with similar arrangements such as those developed under the OECD Framework. 
This implies the intention to have interoperability with other universal 
frameworks. 

As for enforcement, the Joint Oversight Panel (JOP) monitors the review 
the organization’s the compliant to the CBPR standards and can make 
recommendations or adjustments. It also reviews applications from organizations 
to become accountability agents or discontinue the accountability agent’s 
recognition. 
Summary of cross-border data transfer provisions in international frameworks 

Topics 
Global Frameworks 

WTO (GATS) OECD APEC (CBPR) 

No. of country members 164 35 but non-party can adopt 8  

Legal force Binding  Non-binding Non-binding  

Scope of data transfers All data  Personal data Personal data 

Transfers to a non-party No Yes  No 

Grounds for cross-border 
data transfer restrictions 

Meeting regulatory objectives 
(e.g. personal data protection) 

The recipient does not pass: 
- Adequacy requirement 
- Risk-based analysis  

The recipient is not certified by CBPR 
scheme 

Oversight body Council for Trade in Services OECD council and Committee 
for Info., Computer & 
Communication Policy 

Joint Oversight Panel 

Role of oversight body Facilitating (light touch) Monitoring implementation 
(light touch) 

Compliance and complaint handling 
on accountability agent matter 

Cooperation Contact point for information 
exchange but not specifically in 
data protection area 

Information exchange, mutual 
assistance in investigation, 
promote interoperability with 
other frameworks 

Enforcement cooperation, DPA 
networks, and room for 
interoperability with other frameworks 

Enforcement Litigation (state v. state) but 
uncertain whether claim is within 
the GATS scope 

Cooperation  Enforce certification and de-certify an 
accountability agent 

 

5.1.2 Regional Frameworks and International Trade Agreements 
EU’s GDPR 
The GDPR is generally viewed as the most progressive personal data 

protection framework that applies to any organization that collects, controls, 
processes or uses personal data of any EU citizens. Viewing personal data 
protection as fundamental rights of its citizens, cross-border transfers of personal 
data to a third country are only allowed under these conditions: 
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- The Commission has a finding that a third country has adequate data 
protection (adequacy decision) 

- A third country has provided appropriate safeguards such as a legally-
bonding agreements between public bodies, the approved binding corporate rules 
(BCRs), standard data protection clauses, an approved code of conduct between 
organizations, an approved certification mechanism, contractual clauses. 

- Specific situations arise such as an explicit consent is given by the data 
subject, the transfer is necessary for the performance of a contract, or necessary 
for public interest, or vital interest of the data subject. 

In terms of international cooperation, the GDPR emphasizes on the internal 
cooperation among member countries. The Commission and the data protection 
authority are given power to develop international cooperation mechanism 
including facilitation of effective enforcement of legislation, proving mutual 
assistance in the enforcement of legislation, investigative assistance and 
information exchange, engaging relevant stakeholders for developing 
cooperation in the enforcement of legislation, and promote the exchange of best 
practices. 

In enforcement, the Commission, the data protection authority, and the 
European Data Protection Board (EDPB) have direct involvement on the process 
and outcomes of cross-border transfers of personal data to a third country. They 
have powers to monitor, assess and rendering decision regarding a cross-border 
transfer of personal data to the third country. In a case of an adequacy decision, 
for example, the Commission has powers to determine a particular third country 
that passes the adequacy decision, and also power to overturn such decision if the 
third country no longer ensures an adequate level of protection. The EDPB and 
the data protection authority have functions to approve and authorize the BCRs. 

 
The Convention 108 
The Convention 108 fosters the free transfers of personal data within the 

member countries. However, for the cross-border transfers of personal data to a 
third party (non-party), the Convention only allows the transfer when the 
recipient country secures an appropriate level of personal data protection, or when 
the recipient country secure standardized safeguards such as legally-biding and 
enforceable instruments (e.g. contractual clauses and BCRs). In addition, a 
transfer to a third country can take place when there are specific situations such 
as when the data subject gives specific consent, or the transfer is for the interests 
of the data subject, or for legitimate interests of the organization, or it is a 
necessary and proportionate measure for freedom of expression. 

In terms of international cooperation, the Convention does not impose any 
emphasize of interoperability with other international or regional frameworks. It 
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focuses on mutual assistance between the data protection authorities in areas of 
investigations and joint actions and to provide to each other information. The data 
protection authorities of the member countries are encouraged to form a network 
in order to organize their cooperation and to perform  

With respect to enforcement, the Convention Committee plays a crucial 
role in interpreting the Convention, encouraging the exchange of information 
between member countries and developing data protection standards. It also has 
assessment and monitoring powers, and can provide an opinion on the level of 
data protection. It is also able to assess whether the domestic regulation of a given 
country on the cross-border data transfers provides sufficient guarantee of an 
appropriate level of data protection. It can also facilitate friendly settlement of 
disputes arising between member states. 

 
The Ibero-American Standards 
The Standards set common principles for the protection of personal data to 

be adopted by the 23 Ibero-American member countries and develop 
homogenous rules in the region to provide guarantee on the protection of personal 
data. In a cross-border transfer of personal data provision, transfers to a third 
country can occur when the receiving country is acknowledged to have 
appropriate level of personal data protection, the guarantees are offered to the 
provide adequate treatment of data in the third country, there are contractual 
clauses that offer sufficient protection guarantees, there are binding corporate 
scheme or a certification mechanism consistent with national legislation of a 
member country, or when the data protection authority of a member country 
authorizes such transfers. 

In terms of international cooperation, member countries are encouraged to 
adopt measures to facilitate international cooperation, international assistance 
between data protection authorities through submission of claims, assistance in 
investigations, information exchange, and best practices and experiences 
exchanges. 

 
The CPTPP and the RCEP 
The CPTPP allows cross-border transfer of data by electronic means when 

this activity is for the conduct of the business, but restrictions are allowed by 
member countries’ measures to meet a legitimate public policy objective but such 
restrictions must not be applied with an arbitrary or unjustifiable discrimination 
or a disguised restrictions on trade, and such restrictions shall not be greater than 
are required to achieve the objective. In terms of cooperation, the CPTPP 
encourages member countries to maintain mechanisms such as recognition of 
regulatory outcomes by mutual arrangements or through international 
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frameworks. Parties shall attempt to exchange information and explore ways 
extend suitable arrangements to promote compatibility between parties. As for 
the enforcement, the CPTPP has an in-built dispute settlement mechanism that 
comprises of informal and formal mechanism (establishment of a panel). The 
decision of a panel is binding upon conflicting parties (e.g. making inconsistent 
measures to comply with the obligation). 

The text of the RCEP agreement is still secretive as the negotiation still 
continues, but the obligation to allow free movement of cross-border data 
transfers between member countries are expected to be featured in the electronic 
or digital trade chapter. International cooperation activities are expected to 
include electronic commerce and other areas that would be mutually agreed upon 
by the RCEP member countries. In terms of enforcement, a dispute settlement 
mechanism similar to the CPTPP is expected to be set up for resolving disputes 
between member countries. 
 

Summary of cross-border data transfer provisions in regional frameworks 
and international trade agreements 

Topics 
Regional Frameworks International Trade Agreements 

EU GDPR Convention 108 Ibero-American CPTPP RCEP* 

No. of country 
members 

28 55 23 12 16  

Legal force Binding  Binding Non-binding Binding  Binding  

Scope of data 
transfers 

Personal data Personal data Personal data Data for conduct of 
business 

Pending 
negotiation 

Transfers to a 
non-party 

Yes Yes  Yes  No 

Grounds for 
cross-border 
data transfer 
restrictions 

Recipient does not have: 
- adequacy decision 
- Appropriate safeguards 
(contractual clauses, 
BCR, certification)  

Recipient does not have: 
- Appropriate protection 
- Appropriate safeguards 
(contractual clauses, 
BCR)  

Recipient does not have: 
- Appropriate protection 
- Appropriate safeguards 
(contractual clauses, BCR, 
certification)  

Meeting legitimate public 
policy objectives 

Oversight body EU Commission Convention Committee None  CPTPP Commission 

Role of oversight 
body 

Decision and 
recommendation on 
transfer (direct 
involvement) 

Evaluate equivalency 
and safeguards of data 
privacy 

None  Monitoring 
implementation 

Cooperation Mutual assistance and 
facilitate enforcement 
among members 

Information exchange, 
mutual assistance in 
investigation 

Investigative assistance, 
information exchange 

Information exchange, 
mutual recognition of 
member's regulatory 
outcomes 

Enforcement Power to make decision 
on transfer matter 

Facilitate amicable 
dispute resolution 

none Litigation (state v. state) 

*RCEP text is not yet finalized. 
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5.1.3 ASEAN Frameworks 
ASEAN Framework on Personal Data Protection (PDP) 
The Framework is used as a non-binding guideline for ASEAN member 

countries to abide their laws to the Framework’s principles guidelines. It provides 
a set of personal data protection principles in paragraph 6 which aims at ASEAN 
member countries to adopt into their laws or future legislation, in particular, 
principles on consent, notification and purpose, accuracy of personal data, 
security safeguards, access and correction, retention of data, and accountability. 

Cross-border transfers of personal data to another member country or a 
third country are allowed when obtaining the consent of the individual for the 
overseas transfer or reasonable steps have been taken to ensure that the receiving 
organization give protection to the personal data consistently with the 
Framework’s principles. It is apparent that criteria for cross-border transfers of 
personal data is rather vague compared to other frameworks such as the GDPR, 
APCE CBPR, OECD or Ibero-American standards. 

The Framework offers mechanisms for internal cooperation but does not 
indicate rooms for interoperability with other international or regional 
frameworks. Only standard cooperation mechanism is indicated such as 
information sharing and exchange, workshop, seminar or other capacity building 
activity and joint research in areas of mutual interest. 

In enforcement, there is no oversight body because the intention of the 
Framework is to impose only soft obligations. As there are differences of 
development levels among ASEAN member countries, the “ASEAN Way” 
implementation model takes effect in allowing member countries to delay the 
application of this Framework until such time that it is ready to implement it by 
informing the other Participants in writing. The only dispute resolution available 
is consultations and negotiations without any reference to any third party or 
international tribunal. 

 
ASEAN Framework on Digital Data Governance (DDG) 
The Framework intends to enhance data management, facilitate 

harmonisation of data regulations among ASEAN Member states, and identifies 
four strategic priorities of digital data governance that support the ASEAN digital 
economy: ASEAN Data Classification Framework, ASEAN Cross Border Data 
Flow Mechanism, ASEAN Digital Innovation Forum, and ASEAN Data 
Protection and Privacy Forum. It is non-binding and does not create rights or 
obligations under domestic or international law for the ASEAN Member States. 

The Framework encourage ASEAN member countries to develop the 
ASEAN Cross Border Data Flow Mechanism that provide clear requirements on 
data transfers from one ASEAN member country to another, and ensure 
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proportionality of such transfers to the associated risks and an adequate level of 
protection. 

The ASEAN Data Protection and Privacy Forum is established to facilitate 
knowledge sharing and discuss the implementation details of proposed initiatives. 
All member country is welcome to join irrespective of having data privacy law 
or data protection authorities. The ASEAN member countries are only required 
to give updates on any initiative annually at the forum. 

 
The ASEAN Agreement on Electronic Commerce 
The Agreement aims to streamline regional trade rules governing e-

commerce to promote greater digital connectivity and lower operating barriers to 
entry for businesses. The cross-border data transfers provisions are rather broad 
compared to other frameworks such as OECD and APEC CBPR. Member 
countries are required to facilitate cross-border e-commerce by reducing barriers 
to the flow of data across borders, including personal data, subject to appropriate 
safeguards to ensure security and confidentiality of information, and when other 
legitimate public policy objectives so dictate. 

Types of basic cooperation is only offered such as information exchange 
and programs to assist ASEAN member countries to enhance their domestic 
regulations, and cooperation of investigations among competent authorities. 
There is no hard obligation on international cooperation and enforcement. The 
dispute settlement mechanism is only for interpretation of the agreement and shall 
be referred to the ASEAN Protocol on Enhanced Dispute Settlement mechanism 
(2004). 

 
Proposed Paper on ASEAN Cross-Border Data Transfer Mechanism 

(CBDM) 
The proposed paper on ASEAN Cross-Border Data Transfer Mechanism 

was drafted on 5 September 2019, and is on a working progress subject to future 
changes. The proposed Mechanism stems from one of the priorities under the 
ASEAN Framework on Digital Data Governance to develop an ASEAN Cross 
Border Data Flows Mechanism. Aiming to provide inclusiveness of all ASEAN 
member countries, the Mechanism proposes a dual-track approach to cater to the 
different states of adoption readiness among member countries, as well as 
regulatory and enforcement capacity building to implement each track. The dual-
track is an ASEAN certification system and an ASEAN model contractual clauses 
that will allow data transfers between ASEAN member countries with ASEAN 
Certification, as well as for those who are still developing their domestic 
regulatory structure and capacity, but want to allow their organisations to transfer 
via private, contractual means. 
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ASEAN member countries are encouraged to cooperate in information 
sharing, mutual assistance to facilitate investigatory matters, such as through the 
provision of evidence and relevant information to the receiving jurisdiction, and 
coordination on joint investigations. The Mechanism specifically desires to allow 
for interoperability with other international privacy frameworks and data transfer 
mechanisms such as APEC CBPRs, the EU GDPR, the OECD Guidelines. The 
oversight Panel will be established to oversee operations of the Mechanism 
including granting of participation rights for ASEAN Member countries to use 
the Mechanism, review of applications and approval of certification bodies, and 
ongoing oversight on the implementation and operation. 

 
ASEAN Country-Specific Regulations 
There are four ASEAN member countries that have comprehensive data 

privacy regulations – Malaysia, the Philippines, Thailand and Singapore. In 
cross-border transfers, these countries all permit cross-border transfers of 
personal data to a third country but with different requirements. The Philippines 
Data Privacy Act of 2012 seems to be less friendly when it comes to transferring 
data outside the country as the law requires a specific transfer agreement, and in 
addition to that, a data controller must be accountable if the personal data 
transferred to another country is not processed in accordance with the provisions 
of the Philippines law.  

Thailand and Malaysia have similar approach in requiring that a 
destination country pass a determination that such country provides adequate 
level of data privacy protection, or “white list”. Malaysia now has passed the 
proposed white list Order of countries which will further be adopted by the MIC. 
However, regardless of being in the white list, Thailand and Malaysia allows 
cross-border transfers to a third country if the case fits under specific situations 
such as a consent has been given by the data subject, the transfer is necessary for 
the performance of the contract, or if the transfer is necessary for the performance 
of task carried out in the important public interest.  

Singapore has the most detailed regulation concerning cross-border 
transfers of personal data. Although the approach is very similar to Malaysia and 
Thailand, the Singapore’s data protection authority has issued guidance for 
organizations on cross-border transfer including model clauses for data transfer 
agreements, and also recently published a new guide to data sharing. Mostly, 
these countries’ regulations allow for international cooperation with foreign data 
protection authorities for information exchange and concluding agreements. 
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Summary of cross-border data transfer provisions in ASEAN frameworks 

Topics 
ASEAN Frameworks 

PDP DDG E-Commerce Agreement CBDM (draft) 

No. of country 
members 

10 ASEAN members 10 ASEAN members Pending ratification  10 ASEAN members 

Legal force Non-binding  Non-binding Binding Non-binding  

Scope of data 
transfers 

Personal data All data Data for business purposes All data 

Transfers to a non-
party 

Yes No No No 

Grounds for cross-
border data transfer 
restrictions 

-No consent of the data 
subject 
-No data protection 
guarantee 

-No adequate level of 
protection 
-No clear transfer 
requirements 

-No appropriate safeguards 
-Meeting legitimate public 
policy 

-No ASEAN approved 
certification  
-No protection contractual 
clauses  

Oversight body None ASEAN Data Protection 
Forum 

SOEM and E-Commerce 
Committee 

Oversight panel 

Role of oversight 
body 

None Oversee activities and 
updates (light touch) 

Oversee and facilitate 
implementation (light 
touch) 

Oversee operations and 
approve certification body 

Cooperation Information exchange and 
joint research 

Information exchange 
and assistance in 
implementation 

Enforcement cooperation 
and information exchange 

Enforcement cooperation, 
information exchange, and 
rooms for interoperability 
(recognition of other 
frameworks) 

Enforcement Consultation Cooperation ASEAN Dispute settlement 
mechanism (only on 
interpretation) 

Data protection authorities for 
certification/ judicial body for 
contractual clauses 
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5.2 Recommendations for ASEAN Cross-Border Data Privacy Regulation 
When comparing the ASEAN frameworks with other international and 

regional frameworks, the author recommends the following areas that could be 
improved by ASEAN to strengthen relevant cross-border data transfer provisions. 

 
Figure 7: Recommendations for ASEAN cross-border data privacy regulation 

 
 
5.2.1 Institutional oversight 
Most ASEAN frameworks have loose institutional oversight. In other 

words, most of the oversight bodies have only soft powers (e.g. overseeing an 
operation and coordination), but are unable to carry functions that are crucial to 
the cross-border transfers implementation. For example, the SOEM and E-
Commerce Committee in the ASEAN Electronic Commerce Agreement only 
have coordinating and facilitating functions. Compared with the more rigorous 
EU’s approach, the EDPB and the EU Commission have direct involvement on 
the process and outcomes of cross-border transfers of personal data to a third 
country. They have powers to monitor, assess and rendering decision regarding a 
cross-border transfer of personal data to the third country. For example, the 
Commission has powers to determine a particular third country that passes the 
adequacy decision, and also power to overturn such decision if the third country 
no longer ensures an adequate level of protection. The EDPB and the data 
protection authority have functions to approve and authorize the BCRs. 

The author views the proposed ASEAN Cross-Border Data Flows 
Mechanism as an opportunity to improve institutional oversight.  Therefore, the 
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functions of the Oversight Panel and related working committees should extend 
beyond overseeing operations of the mechanisms (e.g. granting access to 
members and review applications of certification bodies) but should have powers 
to make decisions regarding adequacy level of data protection of other ASEAN 
member, including non-party, including powers to make recommendations, 
repeal or amend decisions regarding adequacy levels. 

 
 5.2.2 Enhanced provisions on cross-border data transfers  
Compared with other international and regional frameworks, most ASEAN 

frameworks offer vague provisions on cross-border data transfer within ASEAN 
member countries, or to a third country. In fact, only the ASEAN Framework on 
Personal Data Protection clearly mentions about transfers to a third country which 
is allowed when obtaining the consent of the individual for the overseas transfer 
or reasonable steps have been taken to ensure that the receiving organization give 
protection to the personal data consistently with the Framework’s principles. It is 
apparent that this provision is rather vague compared to other frameworks such 
as the GDPR, APEC CBPR, OECD or Ibero-American standards, where more 
criteria is given such as appropriate safeguards through legally-biding and 
enforceable instruments (e.g. contractual clauses and binding corporate rules). 

Only the proposed ASEAN Cross-Border Data Flows Mechanism offers 
detailed criteria on how the data can be transferred with the use of certification 
and model contractual clauses. However, the author recommends that, in addition 
to the certification and model contractual clauses, the Mechanism should consider 
incorporating the adequacy approach and also an appropriate safeguard (e.g. 
legally-binding instruments, BCRs, risk-based assessment, etc.) because these 
approaches are standard safeguards which are offered by most international and 
regional frameworks. When ASEAN offers similar standard safeguards, it can 
help with the interoperability with other frameworks. 

 
  5.2.3 Interoperability and cross-border enforcement  

Most ASEAN frameworks offer mechanisms for internal cooperation 
where only standard cooperation mechanism is offered such as information 
sharing and exchange, workshop, seminar or other capacity building activity and 
joint research in areas of mutual interest. In enforcement, the only dispute 
resolution available is consultations and negotiations without any reference to 
any third party or international tribunal. The existing frameworks do not create 
basis for interoperability with other international or regional frameworks. 
However, there is a proposed improvement when the proposed ASEAN Cross-
Border Data Flows Mechanism specifically desires to allow for interoperability 
with other international privacy frameworks and data transfer mechanisms such 
as APEC CBPRs, the EU GDPR, the OECD Guidelines. 
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The author recommends that, in order to have interoperability with other 
systems, the proposed ASEAN approved certification system should offer 
recognition of other certification system such as APEC CBPR, OECD, EU’s 
GDPR and others. Also, bilateral agreements and mutual recognition 
arrangements (MRAs) on enforcement cooperation among data protection 
authorities should be encouraged to tackle cross-border enforcement problems.  
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